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DATE REVISION | DESCRIPTION ECR NUMBER

2022-10-25 01 Initial Draft Release N/A
2022-12-02 02 Second draft release N/A
2022-12-08 10 First formal release N/A
2023-01-31 11 Video context menu changes. Fire support BMS integration. WMS N/A

layer handling changes. Cancel importing layer from file
2023-02-09 12 Poi and tag lists update. POI and tag details update N/A
2023-03-28 13 Multiple mission deletion, enable/disable gimbal logging, visual N/A

changes, new mission filter options, new tag filter option, all chat

parts updated, RVT showing on map, ‘Other’ tab in layer

manager, MS and server have backup video source
2023-04-19 14 Joystick freeze/unfreeze video. Visual changes N/A
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STATEMENT OF CONFIDENTIALITY AND NON-DISCLOSURE

This document contains proprietary and confidential information. All data submitted is provided in
reliance upon its consent not to use or disclosure any information contained herein except in the
context of its business dealings with Threod Systems OU. The recipient of this document agrees to
inform present and future employees of the organization who view or have access to its content of its
confidential nature.

The recipient agrees to instruct each employee that they must not disclosure any information
concerning this document to others except to the extent that such matters are generally known to and
are available for use by the public. The recipient also agrees not to duplicate or distribute or permit
others to duplicate or distribute any material contained herein without Threod Systems OU express
written consent.

Threod Systems retains all title, ownership and intellectual property rights to the material and
trademarks contained herein, including all supporting documentation, files, marketing material and
multimedia.

BY ACCEPTANCE OF THIS DOCUMENT, THE RECIPIENT AGREES TO BE BOUND BY THE
AFOREMENTIONED STATEMENT.
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ABBREVIATIONS AND ACRONYMS

Beidou GNSS constellation operated by the People's Republic of China
EO Electro optical TV camera
Galileo GNSS constellation operated by the European Union
GLONASS GNSS constellation operated by the Russian Federation
GNSS Global Navigation Satellite System
GPS GNSS constellation operated by the USA
HDTV High-definition image with a resolution of 1920x1080 pixels
INS Inertial Navigation System
ISR Intelligence, Surveillance, Reconnaissance
LWIR Long Wave Infrared Camera
MS Mission Software
POI Point of Interest
SBAS Satellite-based augmentation system, a technology to enhance GNSS accuracy
UTC Coordinated Universal Time
VSS Video Server Software
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1. DESCRIPTION

Orca-130 gimbal is a dual axis gyro stabilized optical sensor platform for performing
intelligence, surveillance, and reconnaissance (ISR) tasks. Orca integrates HDTV EO and LWIR
thermal into a single compact and light package.

The stabilization actuation is performed by direct drive brushless motors. The use of direct drive
brushless motors ensures accurate stabilization by allowing for a high torque output while
avoiding the inevitable backlash of a geared motor solution.

Orca gimbal incorporates an onboard video processor. The benefits of on-board video
processing include improved stabilization with the best possible video quality and the lowest
latency. The video processor also features additional capabilities such as scene and object
tracking, image enhancement, symbology display, on-board snapshots, and recording.

Mission Software allows the observer to perform critical mission tasks such as controlling the
gimbal and sensors using a dedicated hand controller, displaying, and analyzing the video feed,
creating intelligence reports, and performing artillery fire correction.

Pan housing

Pan axis

Elevation axis

HDTV EO camera

LWIR thermal
camera

Figure 1: Orca 130 A03 Front view
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. €= (iPS antenna connector

4 Main connector

Figure 2: Orca 130 A03 Side view

GPS antenna connector

Main connector

Desiccant cartridge and
humidity indicator

Figure 3: Orca 130 A03 Rear view
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Figure 4: Orca 130 A03 Gimbal dimensions
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Table 1: Orca gimbal general specifications

GENERAL
Weight 1.1kg
Dimensions (D x H) 130 x 174 mm
Supply Voltage 18 —-30VDC

Current Draw

25 W nominal, peak 45 W

Temperature -20°C to +50°C (sustained operation when airflow is present)
Altitude 5000 m / 16,000 ft AMSL

Airspeed 200 km/h / 108 KTS

Sensors HDTV EO camera, LWIR thermal camera

Pan Axis 360° continuous

Tilt Axis +30° to -110°

Stabilization Gyro-stabilization in pan and tilt axes

Electronic stabilization in roll axis

Table 2: LWIR thermal camera specifications

LWIR THERMAL CAMERA

Type Uncooled long wave infrared sensor (LWIR)
Sensor Uncooled Vox Microbolometer

Resolution 640 x 512 pixels

Pixel Pitch 12 um

Spectral Range

Between 7 and 14 um

Lens Aperture F1.0
Focal Length 24 mm
Field of View 18°
(Equivalent to 35mm in previous generation LWIR cameras such as FLIR Tau2)
Digital Zoom 1-8X
(continuous)
NETD 40, 50, 60mK
(options)
DRI Human Detect: 1280 m / Recognize: 320 m / Identify: 160 m

DRI Vehicle/NATO

Detect: 3850 m / Recognize: 950 m / Identify: 295 m
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HDTV EO CAMERA

Sensor 1/2.8 CMOS
Resolution 1920 x 1080 pixels
Wavelength Visible + NIR
Lens Aperture F1.6-4.7
Focal Length 4.3-129 mm
Lens Diameter 37 mm
Field of View 63.7°-2.3°
Optical Zoom Factor 1-30X

(Continuous optical)
Digital Zoom 1-3X

(Continuous digital)
Frame Rate Up to 30Hz

Sensitivity (Visible)

0.01 Ix @ 30Hz, 0.0013 Ix @ 4 Hz

Sensitivity (NIR)

0.0015 Ix @ 30 Hz, 0.0008 Ix @ 4 Hz
(Low light/night mode with infrared filter off)

DRI Human

Detect: 14 km / Recognize: 6 km / Identify: 2.5 km

DRI Vehicle/NATO

Detect: 22 km / Recognize: 12 km / Identify: 6 km

Table 4: INS Specification

INS
Heading Accuracy 0.2¢
(Dynamic while GPS locked and tracking)
Pitch/Roll Accuracy 0.03¢

(Dynamic while GPS locked and tracking)

GPS

GPS L1, Galileo, SBAS
(Other constellations disabled, can be enabled on request)

Horizontal Position Accuracy

+ 1 mRMS

(Dependent on SBAS, clear view of GNSS satellites, good multipath
environment, compatible GNSS antenna, and measurement duration
period)

Vertical Position Accuracy

+ 1.5 m RMS

(Dependent on SBAS, clear view of GNSS satellites, good multipath
environment, compatible GNSS antenna, and measurement duration
period)
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STANDARDS

Environmental

MIL-STD-810G

Video Encoding

MPEG4 AVC (Advanced Video Codec) H.264
MPEGH HEVC (High Efficiency Video Coding) H.265

Metadata

STANAG 4609 (KLV, FMV)

Video Stream

MPEG-TS

Integration

STANAG 4703 AEP-83
(Designed to be compatible with and to be integrated into platforms which comply
with the above standard when applicable to payloads)

Table 6: Interfaces

INTERFACE

Video Output and Control

Ethernet 100Mbit/s

Secondary Control

Serial TTL, 500kbit/s
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Figure 5: CEP 50% (Circular Error Probability) vs ground distance, maximum errors
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Figure 6: Randomized and averaged errors vs ground distance
Please note that the accuracy charts are valid only when the INS and GPS are in tracking mode
and the solution accuracy is nominal!
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3. HANDLING

Orca gimbal is delivered in a dedicated shipping and transportation case. The Orca gimbal shall
always be transported using the dedicated transportation case to protect the gimbal.

When unpacking the Orca gimbal, inspect the gimbal for any damage and ensure both the pan
and elevation axis moves freely. It is recommended to directly mount the gimbal to the carrier
platform or a suitable test stand after the gimbal has been removed from the transport case. The
gimbal can be mounted to the test stand on an angle.
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4., COMMUNICATION
Table 7: Orca-130 gimbal default IP addresses
Command and Control interface 10.101.1.11:43330 (UDP)
Responses sent by gimbal 224.1.1.10:43331 (multicast)
Video (MPEG-TS H.264 with embedded KLV metadata) 224.1.1.10:15004 (multicast)
FTP Access to SD card (recordings and snapshots) 10.101.1.11 (username & password: slroot)

The gimbal accepts control packets from the GCS (Ground Control Station) on UDP port 43330,
and accepts packets sent over the UART interface. Responses from the gimbal to the GCS are sent
over multicast to 224.1.1.10:43331, or via the UART interface, depending on which interface
(ethernet or UART) was last used for the communicate with the gimbal.

Detail information regarding the communication with the gimbal is described in the ICD
document, number 304-409-110579-01-10.

it NOTICE Contact Threod Systems via e-mail, support@threod.com, if you
|:| require a different IP address configuration.
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5. OPERATION

5.1 BOOTUP

Immediately after applying power to the Orca-130 avoid any movement of the camera. During
power-on the system will perform an automated self-check by first slowly moving both axes
to its internal zero reference and then calibrates its gyro bias by accumulating a series of
readings. After this process is complete the gimbal will alert the user with a distinct beep
sound. During the initialization process the camera is in operating mode INIT as indicated on
the on-screen display (see 5.2 On-Screen Display).

When the self-test is unsuccessful the Orca-130 will beep thrice during the boot-up sequence
and an ERR operating mode will be visible on the on-screen display.

After a successful boot-up sequence the gimbal will start acquiring a GNSS signal (GPS, Galileo,
GLONASS or Beidou as configured by the operator). Before valid time information is received
from the satellites the on-screen display shows a date of 1970-01-01 00:00:00Z. After time
information is decoded by the GNSS receiver the gimbal will display current time in
Coordinate Universal Time (UTC).

The number of actively tracked space vehicles is displayed by the SAT field. A maximum of 16
SV-s will be used by the INS for a tracking solution. The INS selects the best SV-s as it sees fit
for the solution and ignores all others.

After booting-up the INS field displays ALIGNING status. This indicates that the attitude
provided by the INS is not within the specification and therefore the reported target (LOS)
coordinates and cardinal directions displayed are not accurate. Once the gimbal experiences
some dynamic movement the INS will be able to calculate its orientation and will enter
TRACKING mode. When tracking mode is achieved and displayed, the LOS coordinates
reported on the display in the metadata will be within specification.
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5.2 ON-SCREEN DISPLAY

FOV 7.4 ( 8.7x) 2022-04-22" 11:30:54Z
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1148m DEM
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Figure 7: Video display
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Figure 8: On-Screen display
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Table 8: Video Overlays Description
Item Description
1 Mode, field of view (FOV), zoom level, date, and time display
INIT - Gimbal is initializing
STAB - Gyro stabilized mode
SCENE - Scene steering mode
GEO - Geo pointing mode
ENCDRIVE - Fixed position mode, no stabilization
ERRSPD - Gimbal is moving too fast, switch to STAB or ENCDRIVE
FOV - field of view in degrees
Zoom level - 1X - 90X
Date and time in UTC (Coordinated Universal Time, Zulu time, GMT)
2 Aircraft coordinates and altitude above mean sea level in MGRS or Lat/Lon
3 Line of sight (LOS) coordinates and altitude above mean sea level (target at crosshair) in
MGRS or Lat/Lon. Ground elevation is calculated using on-board elevation data (DEM)
4 Slant range from the camera to the target in meters. DEM indicates calculated distance using
digital elevation model.
5 SD card remaining capacity and recording status. Red - recording, grey — not recording
6 Pan and tilt positions in relation to the aircraft
7 GPS and INS status

SAT - number of satellites (maximum is 16, the INS automatically chooses best SV-s for
optimal operation)
FIX - GPS fix quality (SBAS - best, 3D - good, 2D - poor)
INS - Attitude and position quality (tracking is indicated when measurements are nominal
and in spec, aligning is shown when not)
EXT. NAV - using external navigation source (autopilot for example)

8 EO camera modes are RGB (full color) or NIR (near infrared). Focus modes AF (auto focus)
or MF (manual focus)

IR camera modes are WH (white hot) or BH (black hot)

ESTAB ON/OFF indicates digital image stabilization status

9 Picture in picture display of secondary camera
10 Target crosshairs indicating line of sight (LOS) and cardinal directions
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5.3 OPERATING MODES

Orca gimbal has multiple operating modes for multiple operational scenarios.

5.3.1 Stabilise / STAB

In gyro-stabilised operating mode the gimbal counteracts aircraft attitude changes but does
not lock onto any specific target. Use this mode when observing the aircraft fuselage or
when visual tracking is impossible (limited visibility, fuselage or wings are blocking the
view).

A SATAN 16 : Y e
EIX: ‘sBas [/# 75 ).EO ‘RGB
INS: TRACKING : " "ESTAB' ON

Figure 9: Gimbal in STAB mode
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5.3.2 Scene steering / SCENE

Scene steering mode keeps the gimbal pointed at a specific target using image processing.
The entire image is used to estimate the movement of the aircraft while the gimbal tries to
compensate for it. Scene steering works well in all cases where the view is not obstructed
and there is some detail in the image.

‘SBAS : EO RGB  MF
FTRACKING. i : 3 ESTAB ON

Figure 10: Image is suitable for SCENE mode

Good image to track using SCENE mode. The target is not obstructed, there are plenty of
details to track.

600mAMSL
: 35VMF 35396 81755 91mAMSL
892m DEM

N

() 16

7 : SBAS

tilt -29deg TRACKING

Figure 11: Image not optimal for SCENE mode

Image not optimal for SCENE mode as clouds are blocking the view and there is not enough
detail in the image for scene tracker to lock on. Switch to STAB mode and manually track
the target. When kept in SCENE mode for too long during similar conditions the gimbal
starts to drift and may quickly move in a random direction.

502-417-113840-01-14 2023-05-11 Page 31 of 151

ORCA-130 A03 User Manual
Threod Systems 0U info@threod.com www.threod.com




YTHREOD

SYSTEMS

THREOD SYSTEMS CONFIDENTIAL

[KSGENERN FOV 57.9 ( 1.0x) 2022-05-29 17:33:562
Y(cERSolME 35837 82062  545mAMSL

[WOSEMEEWME 32725 82987 82mAMSL

[RIANGESEEEST? 72m DEM

8D @L7.7

N

; (\_ _,J SAT: 16

i FIX: SBAS
tilt -10deg INS: TRACKING

Figure 12: Image not optimal for SCENE mode

Image not optimal for SCENE mode as the fuselage is blocking the view, switch to STAB
mode and manually track the target.

5.3.3 Video lock / VLOCK

Video lock is used to visually track moving or stationary targets. Gimbal uses an image
processing algorithm to match the tracking box on consecutive video frames and moves the
camera when the tracking box is not centred on the frame. When the target is obstructed,
the system uses most recent velocity and direction estimate to try and keep the target
centred. If the target reappears and has kept similar visual appearance, the tracking box is
re-engaged and video lock resumes. If the target is not successfully re-acquired, the gimbal
will automatically switch to SCENE mode.

: 321mAMSL
0S: 35VMF 25996 27620 7O0mAMSL
RANGE : 610m DEM

3.706

SAT# 16
EIX: SBAS
INS: TRACKING

Figure 13: Proper use of moving target tracker

Proper use of the tracking box, cover the entire target and make sure it is distinguishable
from the background and unobstructed.
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FOV. 9.6 ( 6.8x) 2022-05-10 07:19:28Z

i 35VME 26026 27097 330mAMSL
: 35VMF 25896 27653 7OmAMS L

628m DEM

tilt -29deg : TRACKING'

Figure 14: Coasting mode

Target is obstructed, tracker is coasting as indicated with by the dashed outline of the
tracking box.

526mAMSL
:% 35VMF 27310 23093 H69MAMSL
1931m DEM

4.00G6

SAT: 16
: g FIX: SBAS EO RGB MF
*tilt -15deg INS: TRACKING ESTAB ON

Figure 15: Video lock not recommended

Sub-optimal use of video tracking feature to lock onto a moving target. Slant angle is very
shallow, and target will become obstructed shortly. For good observation results use SCENE
tracking instead.

5.3.4 Fixed view / ENCDRIVE

Fixed view and encoder drive operating mode keeps the gimbal at specified fixed angle in
relation to the aircraft. Gyro-stabilisation is not active and platform movements are not
compensated. Use this mode to fix the camera view in relation to the aircraft. For example,
looking forward during guided flight mode or directly down during landing.
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5.3.5 Geo-pointing / GEOLOCK

This operating mode fixes the camera view to specific geographic coordinates and ground
elevation. The Orca-130 uses the coordinates, altitude, and attitude from the internal INS to
calculate required pan and tilt angles to keep the user-specified geographic location in view.
The accuracy of this mode depends on the INS fix quality and cannot exceed the maximum
target coordinate accuracy of the electro optical system.

Use this mode to point the gimbal to a known location using the map view and “Look Here”
functionality of the mission software or engage the GEOLOCK mode at the line of sight (LOS)
coordinates using the mission grip.

502-417-113840-01-14 2023-05-11 Page 35 of 151
ORCA-130 A03 User Manual
Threod Systems OU info@threod.com www.threod.com




YTHREOD

SYSTEMS

THREOD SYSTEMS CONFIDENTIAL

5.4 MISSION GRIP

Playstation DualSense hand controller is used to control the Orca-130. Both wired and
wireless operation is supported. For proper wireless operation open source DS4windows
software should be installed.

Switchology has been designed in such a way that most used functions are directly accessible
and for less common operations a combination is needed.

Toggle gimbal settings visibility o + ¢I'.? ) ) )
- Live: freeze/display video (+ @ Create tag)

Playback: play/pause

Help ¢I'?
LRF €D + 5D e

EO: NIR On/Off
IR: WH/BH

Picture-in-Picture

Video Lock
MODE: Scene .:‘Stab

Geo Point
LOOK: € + POI Q:Q

e Snapshot ( + (ER POI)

AGC ROI

IR: e =+ Preset °.° _ ) )
. @ Adjust video track size

De.fog Manual focus
EO: @ Preset ~ —
+ °.° @ Zoom ( + @FY Slow) () Move LOS ( + (GE) Slow)
Exposure - A
P P
o + @ + @ Zoom map w + ( Fixed view
N~ ~

+ @ Exposure 2
@ (O) o + @ + () Move map
N~
- + (@) Adjust focus -
+ ? Look down
@ + (@) Adjust video w
=¥’ track size
hd
? Auto focus
Figure 16: Button layout

Table 9: Controller button definitions

Switch the gimbal to a fixed looking mode (ENCDRIVE). Stick
direction selects the view - left, right, forward, backward, or
down.

Right stick while holding
down L2

Button Modifier Description Function
e Press triangle Select LWIR (thermal) camera as primary
@ Press circle Select TV camera as primary

() Right Stick Move line of sight (LOS). When in video tracking mode, nudges
- 8 the tracking box to the direction of the stick.

( ) Right stick while holding Reduce the sensitivity of the stick for fine adjustment of the line
=’ down R1 of sight
_—~
©

o~

Right stick while holding

M h iew in missi f
down R1 and R2 ove the map view in mission software

©® @
apadbd
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Modifier Description

Left stick up-down

Left stick up-down while
holding down R1

Left stick up-down while
holding down R1 and R2

Left stick left-right while
holding circle

Left stick left-right while
holding the horizontal bar

Left stick left-right while
holding the square

@eloapb

Press left stick down

Press cross

Press cross while holding R1
Press left vertical bar

Press right vertical bar
Press D-Pad left

Press D-Pad right
Press D-Pad up

Press D-Pad down
Press D-Pad left or right while
() holding circle

D.O P.ress D-Pad up while holding
(&) circle

) Press D-Pad down while
holding circle

Q Press D-Pad left or right while
holding triangle

P xa Press D-Pad up while holding
(@) triangle

Press PlayStation logo

Press PlayStation logo while
holding R1

Press horizontal bar

Hold R1 and L1

Press big touch button

Press big touch button while
holding R1

Press R2

502-417-113840-01-14

SYSTEMS

Function

Zoom the primary camera in and out

Reduce the sensitivity of the stick for fine zoom adjustment

Zoom the map view in and out in mission software.
If map centering and automatic map zoom enabled then adjust
offset added to calculated map zoom level

Adjust TV camera exposure in shutter priority mode
Switch to and adjust TV camera manual focus
Adjust video tracking box size

Switch TV camera to auto focus mode

Create snapshot in MS and also in gimbal

Create POI at the line of sight (LOS) target

TV camera - toggle between RGB/NIR modes
LWIR camera - toggle between white hot/black hot (WH/BH)
modes

Toggle Picture-in-Picture on/off

Switch gimbal operating mode to SCENE

Switch gimbal operating mode to STAB

Switch gimbal operating mode to VLOCK

Switch gimbal operating mode to GEOLOCK

Select next or previous TV camera preset

Select TV camera defog level (none, low, medium, high)
Select TV camera exposure mode (auto or shutter priority)

Select next or previous LWIR camera preset

Select LWIR camera AGC ROI size
(automatic gain control region of interest)

Open help screen that displays mission grip button functions

Toggle gimbal settings visibility

Switch to TV camera manual focus mode

Laser range finder enabled while holding down buttons.
* If gimbal has laser range finder

Live video - freeze /unfreeze video
Playback video - play/pause

Create tag

Toggle between map centering modes
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6. MAINTENANCE

Orca gimbal is designed to be maintenance free. Regular inspection is recommended.

Check the humidity indicator on the back cover of the gimbal before operation. The change of
the color indicates that the humidity level has risen above 40% level inside the gimbal.

Replace the desiccant cartridge once the indicator has turned pink from its regular blue color.

Figure 17: Humidity indicator
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A spare humidity indicator is delivered in a hermetic cap. The rear part of the cap acts as a
screwdriver to remove and install the cartridge. To replace the indicator in the gimbal, unlock
the indicator using the rear end of the cap.

Figure 18: Desiccant cartridge removed from the cap

The new indicator can be installed and locked to the rear side of the gimbal using the storage
cap as screwdriver.

—

Figure 19: Desiccant cartridge replacement

If the gimbal unit is exposed to rain, sleet, and cold temperatures it is recommended to perform
regular visual inspections. Depending on the weather conditions and usage of the gimbal, it is
essential to inspect the gimbal for forming ice or any other obstruction on the main windows,
such as small gravel sand.

Cleaning of the sensor lenses may be required and should only be done using a standard lens
cleaner.
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7. MISSION SOFTWARE

7.1 PAYLOAD OPERATOR

Payload operator (shortened to operator) version of the mission software is designed for the
payload operator who is in direct control of the Orca-130. Operator version may be
standalone or connected to a datacentre for collaboration and video sharing.

NB: operator version refuses to start if Threod GCS is running.

Figure 20: Mission software deployment - payload operator

Internally, the payload operator software has two distinct components that work in tandem
to provide the full functionality of the mission software. These components are the user
interface and server.

Payload Operator Computer

Video feed

Gimbal Control Commands
Gimbal Control Feedback

User Interface

Figure 21: Data flow in payload operator mode
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7.2 DATACENTER

Datacenter is a specialized server that connects one or multiple payload operator computers
into a centralized system for storing and sharing of live and archived missions.

Observers can connect to a datacenter to watch live missions or review archived videos from
previous missions.

Payload operator computers connect to the datacenter to stream live video and to
communicate with observers.

Observer 1: Commander Datacenter Observer 2: IMINT Analyst

Server i

Payload Operator Computer

Figure 22: Datacenter role in the system
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OBSERVER

Observer version is deployed on end user computers such as laptops and desktop computers.
These computers must have a connection with datacentre to receive live video and access
archived missions for review and search. Communication with the payload operator is
implemented through the ground server.

Observer workstations are typically used by commanders, IMINT analysts and other parties
who need to access the video feed or intelligence products created by the unmanned aircraft
system.

Datacenter

Payload Operator
Controls the camera,
communicates with observers

Observer 1: Commander
Watches the imagery, reads
reports, assigns targets,
communicates

Observer 2: IMINT Analyst
Watches the imagery, creates
reports, assigns targets,
communicates

Figure 23: Mission Software observer examples
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7.4 LAYOUT

This section describes different layout options provided for with the MS.

For all deployment scenarios there are options for single or dual monitor layouts. In single
monitor layout all the information is displayed in one window.

For dual monitor setups the layouts provide a separate map window.

When reviewing an archived mission, the user can choose any available video stream attached
to the mission. These streams are either feed received by datacentre or payload operator
server original feed (if mission with original video is synced to datacentre).

7.4.1 Overview

For error dialogs and confirmation dialogs you can use ESC keyboard key as an alternate to
cancel and ENTER keyboard key as an alternate to confirm/ok.

Maximize /unmaximize

Wind h black Enter full screen. CTRL+F for window. CTRL+M for
.inbows wit b]ac keyboard shortcut to toggle full keyboard shortcut as
titlebar are resizable screen mode as an alternate. ESC an alternate

ot keyboard key exits full screen mode -
ettings

/

[SCENET] \FOVT20L 7 (/3. 1x) 2022=05-19 11:16:21Z

Analysis A/C:35VMF 33513 81127 1066mAMSL
S: 35VME.33148 819000 82mAMS
X 5 2 =

\/

Communication

\

Objects

. / 7 FE S ‘
Video feed A ? : SBAS EO RGB
pan 79deg . TRAGKINS : ESTAB .ON
10205 1

Figure 24: Layout overview
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7.4.2 Single monitor

Map is on the left and video on the right. Map and video view size is adjustable by the user.
Button panel is on the right side in vertical orientation. Playback and time controls are on
the bottom when in replay mode.

Drag to resize map/video

PRIMARY VIDEQ

Buttons panel

Playback seekbars (Only visible if not live)

Figure 24: Single monitor layout

7.4.3 Dual monitor

One window for the map and one window for primary or selected video feed with a vertical
controls panel.

PRIMARY VIDEO

MAP

Buttons panel

Figure 25: Two monitor layout

502-417-113840-01-14 2023-05-11 Page 45 of 151

ORCA-130 A03 User Manual
Threod Systems OU info@threod.com www.threod.com




THREOD SYSTEMS CONFIDENTIAL 7THREOD

SYSTEMS

7.4.4 Layout selection

Layout pre-sets can be chosen by the user from the layout dialog at any time. Chosen layout
and window positioning will be restored on next startup and is user based in computer (not
saved to server). CTRL+L keyboard keys to toggle as an alternate.

CHANGE LAYOUT

@ Single

(") Dual

PRIMARY VIDEO

Playback seekbars (Only visible if not live)

MAP

Drag (o resize mapivideo

*

PRIMARY VIDEO

Buttans panel

Playback seekbars (Only visible if not live)

PRIMARY VIDEO MAP

~

Buttons panel

Playback seekbars (Only visible if not live)

Figure 26: Layout selection
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7.5 START UP

This section describes the process of starting the software, authenticating the user, and
creation or selecting a mission.

7.5.1 Login

User account is required to use the fully featured mode of the mission software. Without
user account, functionalities are limited. Initial administration accounts are provided by
Threod Systems. Upon start up a login dialog will be displayed.

In the operator deployment the user account is authenticated by the server installed in the
mission computer itself. For observer deployment all clients are authenticated via
datacentre server. One account can be logged in only in one computer. If same account is
logged in in another computer, then that account is automatically logged out in previous
computer. Exception is if same account is logged in on operator deployment - user is denied
access to observer deployment (datacentre server) in that case.

On successful login a mission selection or creation dialog will be presented.

On unsuccessful login a notification is shown. When the user enters wrong password 5 times
in observer deployment the account will be locked by the server. If account is locked, then
only administrator can unlock it. In MS operator deployment there is no limit in entering
wrong password and if the account becomes locked on datacentre it’s will not be locked in
operator deployment. If 5 failed login attempts are made in a row from the same IP, then it’s
not possible to login for 1 minute. This timeout is to neutralize brute force attacks for finding
username and password.

Y LGN =y ErROR

Failed to login at least 5 times!

You must wait 1 minute until you can try to login again!

oK

Y ErroRr

Username: Wrong username or password
Password:
oK
oK EXIT
Figure 27: Login dialog
502-417-113840-01-14 2023-05-11 Page 47 of 151

ORCA-130 A03 User Manual
Threod Systems OU info@threod.com www.threod.com



THREOD SYSTEMS CONFIDENTIAL

YTHREOD

SYSTEMS

7.5.2 Observer mission selection
After logging into the datacenter the user must choose a mission to view. There are two
types of missions - archived and live.
Archived missions are missions that have ended and may also include footage transferred
from operator server. In addition to the video footage a mission also includes all the
metadata, chat messages, recorded audio channels, associated points-of-interest, tags and
reports.
Live missions are missions currently in progress and connection between operator server
and datacentre server has been established. Opening a live mission allows the user to
monitor and replay the footage, send points-of-interest to the operator and other users, tag
certain moments, create reports, chat, and talk over VoIP audio protocol with all connected
clients.
A third option, no mission mode, is also present. Operating the MS without a mission allows
to perform administrative tasks without recording any data. Administrative tasks include
system testing, managing maps and layers, managing user accounts, and creating locally
stored points-of-interest.
Enabled only if recorded
id tat tion ‘H
Click on calendar videosta u.S Opyl.Ol’l as
X recorded video’ is selected.
icon to open up
. ] o ] Empty means length not
Back to missions list. This will not apply filter calendar for date used. Minimum value for
(must click apply button to filter missions) choosing minimum length is 1. If
= minimum and maximum are
*@ MISSIONS LIST FILTER MissioNs|  both filled then maximum
- Mission date and duration (or must be greater than
Watch live text “ongoing” or “no video!”) Title contains: minimum
mission. Button
is blue if it's \ Description contains: /
: et Show or edit
live mission. issi i .
Double-click on Mission title mission details Date created: Date from Date to /
list item as AN Recorded video status:  All -
alternative MISSIONG LIST ®
\ SELECT ALL DESELECT ALL Recorded Vldeo
e ) status options: All,
Playback crash test 2 pz1 1019 Admin Has recorded video
& ONGOING
Currently Aimar.Aviste and Without video
playing Playback arashtest FrNAIR | apitester
mission
Kivtests e 6000 Vd Indrek.Kivi
l i Select which users
. Kivtests o 0000 Ve Ivan.Barulin created missions to
Start mission
Ivo.Koiv show. By default all
playback. Kivtest 4 selected
Double-click || Karl
on listitem as Kivtests Erast el Fauri.Laanson
It ti
oernanve mux P Margus.Allas
Playback mission Kivtest o viEo! V4 B — v
without recorded
Vlde() can be NO MISSION MODE RESET FILTER m
’ 3

loaded

\

\

Start software in no mission mode (only map shown). User
can manage map layers and private POI’s, fire support targets
and use search. Admin can manage user accounts and groups.

502-417-113840-01-14

Remove filter
from missions list

Apply filter. Only non-empty

fields are used

Figure 28: Observer mission selection

2023-05-11

Page 48 of 151

ORCA-
Threod Systems OU

130 A03 User Manual

info@threod.com

www.threod.com




7.5.3

YTHREOD

SYSTEMS

THREOD SYSTEMS CONFIDENTIAL

Operator Mission selection

After logging into the MS operator version, the mission selection dialog will be shown.

If user logs in and ongoing mission exists in server then live mission is automatically loaded
and mission selection dialog is not shown and can’t be opened until live mission is ended. If
logged in user doesn't have permission to watch the live mission, then he can’t see any
mission data except metadata but can end the mission to be able to create new mission if
previous mission (which user doesn’t have permission to watch) was forgotten to be
finished.

The user is presented with three courses of action:

1. Create a new mission

2. Operate the software without a mission

3. Replay previously recorded missions

Creating a new mission will open a mission creation dialog.

Operating the MS without a mission allows for the administrative tasks to be performed
without recording any data. Administrative tasks include system testing, managing maps
and layers and creating locally stored points-of-interest and fire support targets.

Final option is to replay a mission stored in the mission computer.

Filter button shows “FILTER
(active)” if filter is applied

Reload missions list. Usually not needed (gets updates automatically) but
should click to refresh if some mission tells you have no permission or

- MISSIONS LIST you think there is mission you should see but it’s not in the list.
FILTER ssw

™\
\

» 2020-11-26 >
REPLAY Orca 1 DURATION: 00:21 /7 \

E “J
REPLAY Norra uus éﬂwﬁ?ﬁfoﬂrf 00:09 /

B DELETE MULTIPLE MISSIONS

s

Delete multiple missions at once.
Separate view will be shown for
selecting the missions for deletion

Start creating new mission

CREATE MISSION NO MISSION MODE

Figure 29: Operator mission selection
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Mission creation

Mission creation dialog allows the operator to create a new mission. A mission can be
created only in the operator MS instance and all data is stored in the on-board mission
computer. When MESH network connection is present, the mission will be automatically
replicated into the datacentre server where only the data received via data link is stored
until it is manually updated with data stored in the mission computer removable storage
device.

Missions must have a title, group access policy (at least 1 group selected) and optional
description.

All members of allowed groups may join the live view of a mission when connected via
MESH network to datacentre and access the archived missions later. When a user is not in
a group with permissions to access a mission, all data will be unavailable (mission doesn’t
appear in the list).

Mission group access can be modified later to change the access policy.

Server starts recording video automatically if time difference from computer time is less
than 30 days. If it's more then it's assumed that time in KLV data or computer is wrong but
not known which one. It’s possible to start force record video (option shown in edit mission
dialog).

Computer time must not be changed while live mission is in progress otherwise time system
of the mission may break, or live mission will be ended.

If computer time is changed to earlier time, then live mission will be ended automatically. If
computer time is changed to later time more than 8 hours, then live mission will be ended
automatically. If live mission is ended automatically in operator version, then it's ended also
for datacentre. If live mission is automatically ended in datacentre, then in operator version
it'll not be ended.

With mission creation request to server MS will tell server where to listen for video. Also
backup video source is given. Both, MS and server, will listen main and backup source and
will show/record video automatically from whichever source it's coming. If main and
backup feeds both are coming then main source will be used.
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Operator name is
automatically filled

Title of the mission visible in
missions list. Must not be empty

Select which groups are applied to the mission.
Atleast one group must be selected on creation

[

/

® MISSIONS. CREATE MISSION ® MISSIONS. CREATE MISSION
E 2% E
Mission Groups Mission
Operator: Marko.Tandre a Admin q
Title: [m] Changed6 Q
Optional description Deseription:
[0 Pause recording in server
-
Check if server should not start recording video
yet. Button to quickly resume recording video will
. . Back to missions
be shown next to system warning text is paused CREATE MISSION USERS IN GROUP
list and cancel the
mission creation - Admi
Create and enter the mission Group: Admin
Indrek
Kalle
Mikk
Back to mission creation
Non-admins can’t see inactive
users here. Admins see all
users here and also it's shown
in brackets if user is locked or
inactive. Inactive users are
sorted to the end of the list
Figure 30: Mission creation
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Mission editing dialog allows the authorized user to modify mission name, description, and
group-based access permissions. Authorized users for editing are creator of the mission and

admins.

This is also where a mission will be ended and can be deleted from the system. Mission
should be ended on MS operator deployment but is possible also on MS observer
deployment if needed in extreme cases (for example MS operator deployment broke down
or operator forgot to end the mission). In MS operator version everyone can end the current
live mission but editing/watching the mission depends on if user is authorized or not.
Everyone can end mission in MS operator version to avoid case where last operator forgot
to end the mission and new operator isn’t authorized for the current live mission resulting
in impossible to create new mission.

7.5.5.1 Playback mission

Back to missions list.

Creator of the mission and admins

Not creator nor admin

Unsaved work will be
lost

\@ wssions EDIT MISSION

(©) s EDIT MISSION
=] Fr 1y [ ] =] L i ]
Mission Groups Metadata Mission Groups Metadata
Operator: Indrek Kivi Operator: Paul.Smith
Title: Remote mission Title: Flight 4 at PZL with gimbal - Night Flight
Description: Description:
Testing To test night flight operation
Save the changes
in mission ™S
@ MISSIONS EDIT MISSION @ Mssions EDIT MISSION
=] ey [ ) =] e [ ]
Mission _ Groups  Metadata Mission _ Groups  Metadala
Testusers (- Test users Q
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Mission

Created:

Last modified:

Video start:

Video end:

THREOD SYSTEMS CONFIDENTIAL

EDIT MISSION
P (]
Groups Metadata
20220519 11:01 UTC

2022-05-20 08:07 UTC

2022-05-1911:02UTC

20220519 11:48UTC

Available feeds: 1

DELETE

e

YTHREOD

SYSTEMS
@ MISSIONS. EDIT MISSION ®
=] s [
Mission Groups Metadata

Created: 2022-05-19 08:38 UTC

Last modified: 2022-05-1916:38 UTC

Video start: 20220519 08:38 UTC

Video end: 2022-05-1910:21 UTC

Available feeds: 1

|

synced to datacentre)

Delete the mission. Confirmation will be asked. Mission is deleted only
from server where it's connected to meaning if you delete it from
operator computer then it's deleted only from operator server but not
from datacentre. If you deleted mission from datacentre but not from
operator computer but after that you sync from hard drive then the
mission is available again on datacentre (if mission was selected to be

This shows how many feeds are available in connected server to
watch in playback. In operator version it’s always 1 if server started
recording. In datacentre it’s 1 if mission is not brought to datacentre
for syncing, 2 if mission is brought to datacentre, synced and
operator server was recording and 0 if operator server didn’t
record video. All times are in UTC unless local time is chosen in
software settings

7.5.5.2

502-417-113840-01-14

Figure 31: Edit mission - playback

Operators live mission

For operator version it's not possible to select another mission for playback while live
mission is in progress so there is no back button visible until mission is ended.

By default, server starts recording video if time difference between computer time and time
in KLV attached to video is less than 30 days and then the KLV time is the video time.

If computer time is too different from KLV time (no GPS fix in gimbal whole time or gimbal
is currently booting up for example) then it’s possible to force start recording video by
clicking force record button. In this case computer time will be the video time. Force record
button is disabled if server is already recording. Force record is only for backup usage and
should be used only if it's known that there will be no GPS fix to get precise time.

Operator can pause recording of the video in server. If video recording is paused then video
is also not sent to datacentre. This means operator will see live video but observers will not
see live video if recording is paused. Pause recording functionality is useful if you want to
save hard drive space (not recording useless video) or you must not record something
because of security reasons.
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View for the creator of the mission and
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View for user who did not create this

admins mission
EDIT MISSION ® EDIT MISSION ®
=] FI [ ) =] 1A o
Mission Groups Metadata Mission Groups Metadata
Operator: Indrek.Kivi Operator: Indrek.Kivi
Title: Pause recording test 6 Title: Pause recording test 6
Description:
Pause recording of
video in server. Save
button  must be End the mission. Confirmation will be
clicked to take effect asked. Button will disappear after
ending mission if has permission to
watch mission and will go back to
\ﬁ - mission list if doesn’t have permission
Pause recording in server
/ to watch mission
END MISSION END MISSION I
End the mission.
Confirmation will be
asked. Will change Disabled if server started recording already
to ‘delete mission’
after ending the EDIT MISSION EDIT MISSION
mission
=] s [ ] =] i [ ]
Mission Groups Metadata Mission Groups Metadata
Testusers q Test users Q
END MISSION END MISSION
EDIT MISSION ® EDIT MISSION ®
=] & o =] e (i)
Mission Groups  Metadata Mission Groups  Metadata
Created: 2022-05-19 08:38 UTC Created: 2022-05-19 08:38 UTC
Last modified: 20220519 16:38 UTC Lastmodified:  2022-05-19 16:38 UTC Server syncing status shown on
Video start: 2022-05-19 08:38 UTC Video start: 2022-05-19 08:38 UTC MS Operator version fOr llVe
mission.  Possible  statuses:
Video end: 2022-05-19 10:21 UTC Video end: 2022-05-19 10:21 UTC « . ” “«
’ Servers syncing OK”", Not
Available feeds: 1 Available feeds: 1 N “« .
syncing”, No connection
Status: Servers syncing OK Status: Servers syncing OK ‘\ between Ser'vers!", “Servers not
syncing due to different server
versions!”, “Standalone version
(no datacenter configured)” and
“Not syncing. Invalid datacenter
IP configured!”
END MISSION END MISSION
|

Figure 32: Edit mission - operator live
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2023-05-11

Page 54 of 151

ORCA-130 A03 User Manual
Threod Systems OU

info@threod.com

www.threod.com




7.5.5.3
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Observer live mission

View for the creator of the mission and
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View for user who did not create this

admins mission
@ MISSIONS EDIT MISSION ® @ MISSIONS. EDIT MISSION
B & [ ) =] 284 [ ]
Mission Groups Metadata Mission Groups Metadata
Operator: Indrek.Kivi Operator: Indrek.Kivi
Title: Pause recording test 6 Title: Pause recording test 6
Description: Description:
Observer version can only see
the state but not change
@ MISSIONS EDIT MISSION @ MISSIONS EDIT MISSION
=] 8 [ ] =] e o
Mission Groups Metadata Mission Groups Metadata
Test users Q Test 104 q
Threod Q
Test103 Q
Synctest Q
Admin Q
@ MISSIONS EDIT MISSION ® @ MISSIONS EDIT MISSION ®

Last modified:

Video start:

Video end:

Available feeds:

=] i (]

Mission Groups Metadata
Created: 2022-05-19 08:38 UTC

2022-05-1916:38 UTC

2022-05-19 08:38 UTC

2022-05-1910:21 UTC

1

| Mission
Created:

Last modified:

Video start:
Video end:

Available feeds:

P )
e

Groups

Metadata

2022-05-19 08:38 UTC

2022-05-19 16:38 UTC

2022-05-19 08:38 UTC
2022-05-19 10:21 UTC

1

END MISSION

502-417-113840-01-14

Figure 33: Edit mission - observer live
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7.5.6 Delete multiple missions
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Normally you delete missions one by one from mission edit view but in some cases you need

to delete more missions (test missions, missions without video etc) and then it's not
convenient anymore.

In this case you can use multiple mission deletion view which you open from mission list

window “more” button option “Delete multiple missions”.

Missions list in this view contain only the missions you have permission to delete.

Enabled if you have
applied filter in missions
list. Select if you want to
apply the filter in this list

Select missions you
want to delete

N
O

@ MISSIONS LIST

D 2022-07-14
DURATION: 01:16

D 2021-10-19
DURATION: 00:20

2022-05-25
DURATION: 01:02

2022-05-25
DURATION: 00:03

20220519
DURATION: 00:46

20220519
DURATION: 00:26

20220519
DURATION: 01:43

o O 0o O O

20220519
DURATION: 02:08

SELECT ALL

DELETE MULTIPLE MISSIONS

Orcal30_Nurmsi_140722_1

Aistest

Tsiatusng 2

Tsiatsung@lmaa 1

Suru suurtiikk 3/2

Suru suurtiik 3

Suru suurtiikk 2

Suru suurtiikk 1

DESELECT ALL

Delete the selected
missions. Confirmation will
be asked. Disabled if no
missions selected. Will go
back to missions list
automatically if all selected
missions were deleted
successfully

502-417-113840-01-14

Figure 34: Delete multiple missions
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7.6 BUTTONS

Buttons are used to execute most used commands and access functionality of the MS. All

THREOD SYSTEMS CONFIDENTIAL
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buttons can be engaged with mouse or touchscreen interface.

7.6.1

Buttons for the payload operator

Exit full screen mode for all windows

CHANGE
MISSION

«—

Change mission

Edit current live mission |

Settings

Change layout

Search

Reports

Audio, not recording

(" —
/
/

Chat

Tag

Point of interest

Snapshot

Audio, microphone enabled but audio not sent
to server currently because of squelch level

Audio, audio is currently sent to server

Switch to playback. Shown in live mission. If clicked
then last video frame is kept showing until you use seek
meaning you can use it also as quick freeze frame

/

D ——

(]

Switch to live feed.
Shown in live

mission

502-417-113840-01-14

Figure 34: Buttons for the payload operator
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Table 10: Payload operators buttons description.

Name

Description

Exit full screen

Exit full screen mode in all windows. CTRL + F on keyboard will toggle single
window to be full screen.

Tag

Left click - create a new tag.
Right click - show/hide tags list.
Visible only if watching mission.

Point-of-Interest

Left click - add a locally stored POI.
Right click - show/hide POI list.
Visible only if logged in.

Snapshots

Left click - take a snapshot of all available video feeds with metadata.
Snapshot is stored in MS (no snapshot in gimbal, use joystick to create both).
Right click - show/hide snapshots list.

Visible only if watching mission.

Replay

Toggle between replay and live view modes.

Visible only if watching live mission live video.

Mission timeline is reset to default, seek dot is put to end on seekbar and
mission timeline end is time of last received video frame when switched to
playback mode.

NB: for MS operator version it takes several seconds until video starts when
switched. Last received video frame is kept showing until you use seek.

Live Feed

Toggle between live view and replay modes.

Visible only if watching live mission playback video.

NB: for MS operator version it takes several seconds until video starts when
switched.

Search

Show/hide search window. Area search tab selected, and last target
coordinates filled automatically when opened.
Visible only if logged in.

EFIE] [© [ERE

Report Manager

Show/hide report manager window.
Visible only if watching mission.

Edit Mission

Show/hide edit mission window. Is replaced by change mission button after
live mission is ended.

Change Mission

Show/hide mission list to choose other mission to play or edit.
Visible only if logged in.

Select Layout

Show/hide a window that allows the user to select between different layouts.
Can also use CTRL + L keyboard keys to show.

BE

r_"A
-

Right click - show/hide audio chat control dialog.

[=]m

Audio Left click - enable/disable sending audio to server (only live mission)
Visible only if watching mission
Show/hide chat window. Will show number of unread messages.
Text chat o . . -
Visible only if watching mission.
Settings Show/hide settings and admin window.

502-417-113840-01-14
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7.6.2 Buttons for the observer
Exit full screen mode for all windows
Change mission
Settings
Change layout
Search
Reports Audio, microphone enabled but audio not sent
to server currently because of squelch level
Audio. Not recording
P
. r |
y \!/ — \!}
— LT
Chat
Tag
Audio, audio is currently sent to server
Point of interest
Snapshot
Switch to playback. Shown in live mission. If clicked
then last video frame is kept showing until you use
seek meaning you can use it also as quick freeze frame
Switch to live feed.
Shown in live
mission
/ Switch feed. Shown in
—p [ cHANGE
E playback mission
Figure 35: Buttons for the observer
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Table 11: Observer buttons description.

Name

Description

Exit full screen

Exit full screen mode for all windows. CTRL + F on keyboard will toggle single
window to be full screen.

Tag

Left click - create a new tag.
Right click - show/hide tags list.
Visible only if watching mission.

Point-of-Interest

Left click - add a locally stored POL.
Right click - show/hide POI list.
Visible only if logged in.

Snapshots

Left click - take a snapshot of current video feed with metadata. Snapshot is
stored locally.

Right click - show/hide snapshots list.

Visible only if watching mission.

Replay

Toggle between replay and live view modes.

Visible only if watching live mission live video.

Mission timeline is reset to default, seek dot is put to end on seekbar and
mission timeline end is time of last received video frame when switched to
playback mode. Last received video frame is kept showing until you use seek.

Live Feed

Toggle between live view and replay modes.
Visible only if watching live mission playback video.

CHANGE
FEED

Select camera

Select video feed in playback mode.
Visible only if watching mission.

Show/hide search window. Area search tab selected and last target

[EEE] [ =R

Search coordinates filled automatically when opened.
Visible only if logged in.
Report Manager Show/hide report manager window.

Visible only if watching mission.

CHANGE Chanee Mission Show/hide missions list to open another archived or live mission.
MISSION & Visible only if logged in.
| S—
| ——— |
| Select Lavout Show/hide a window that allows the user to select between different layouts.
1 | y Can use also CTRL + L keyboard keys to show.
B—
b d
Q Right click - show/hide audio chat control dialog.
& Audio chat Left click - enable/disable sending audio to server (only live mission)
Visible only if watching mission
| e |
r . 1
LYoy
| S—
Show/hide chat window.
E Text chat Visible only if watching mission.
—
0 \ Settings Show/hide settings and admin window.
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7.6.3 Selecting playback feed

On observer MS version it is possible to select between two types of video feeds during
playback mode, if present. The selection window indicates the types of feeds available in

server.

Typically, alow-resolution primary video feed is available when a live mission was recorded
in the server during a mission with network connection.

Low quality feed doesn’t mean lower resolution but video with possible lagging or missing
parts due to network issues (no or bad connection between operator and datacentre

servers).

When the mission data

is copied from the operator computer and archived in the

datacentre, original feed will be available.

Data is manually synced from operator
server to datacentre. Default feed that
starts playing in playback mission in this
case is the operator recorded feed

CHANGE
—— || FEED

Video feed that datacentre
received directly from operator
server when mission was live

CRNOOSE VIDEO FEED:

@® Primary

O Primary (low quality)

SET FEED CANCEL

~

CHOOSE VIDEO FEED:

QO Primary (low quality)

SET FEED CANCEL

Figure 36: Select playback camera
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7.7 SETTINGS AND ADMINISTRATION

Settings window allows user to define some values used MS wide, see changelog and perform
admin tasks depending on user account type (admin, non-admin) and MS type (operator or
observer) or see server info and restart server if it's MS operator version.

SETTINGS ®

Open admin interface —/re o V\
il SERVER ABOUT Open info about MS

I yEWINGS
Open software settings

Open server info. Visible only
in MS air deployment

Figure 37: Settings window

7.7.1 User management

User management is done through the administration interface. Operator MS instance can
only view user information and change the password. Other user management tasks are
performed in the observer instance connected to a datacentre. This is done to ensure an up-
to-date user list as the operator might not have connection with the ground server thus
avoiding conflicts in data. User list is visible to all users but user details can be only viewed
by administrators and to the user themself.

User management can be opened from settings window under “Admin” button.
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7.7.1.1

Operator administration interface
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Operator administration interface allows the user to view users and groups information

and change the password.

® SETTINGS

() 22
Users Groups
Admin
apitester
Indrek.Kivi
Ivan.Barulin
Ivo.Koiv
Karl

Lauri.Laanson

Mikk Muruméae
Paul.Smith
Taavi.Soerd
Tarmo.Prillop

Testuser

ADMIN

Marko.Tandre

A * Only admin can see all users details.
* Other users can see only own details.

* Users can be created only in datacentre.

\4 DETAILS

Zz

®

pd

Non-admins can’t see inactive
users here. Admins see all
users here and also it’s shown
in brackets if user is locked or

inactive

If logged in user is not admin
thenit’s enabled only if logged
in user is selected in list

@ ADMIN

o ® A
Info Admin Password
Name: Mikk
Description:

Testuser for Mikk

USER ®
Groups:
Admin /
Changed6

4

=

List of groups user belongs to

@ ADMIN

Info Admin Password

P
D |

®

=

Tab visible only to admin

* Can change only in datacentre

Checkboxes disabled in MS operator

version. Shown here only for

information purposes

502-417-113840-01-14
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View for the admin managing other users
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View for users managing themselves

(O USER ®
i} L) A
Info Admin_Password

PASSWORD:

PASSWORD AGAIN:

CHANGE PASSWORD

® ADMIN USER ®
[ [} 8

Info Ademin Password
OLD PASSWORD:
PASSWORD:

PASSWORD AGAIN,

CHANGE PASSWORD
Admin tab not shown if user is

not admin

\

Admin doesn’t need existing password if changing

other user password. This way admin can restore
other user forgotten password

All users must provide their existing password also
if changing their password

@ s ADMIN

DETALS

/

(2] Fr 13
Users Groups
* Only admin can create new groups.
Admin ¥ roup
* Groups can be created only in datacentre.
Synctest g ¥

®

@ ADMIN GROUP

Group name: Test users Users:

Description: Indrek.Kivi
Marko.Tandre
Mikk. Murumée
Paul.Smith

Robert.Jakobson
Threodadmin

Ville.Vellend

Permissions:
Watch live mission

Watch playback

List of permissions that the group has

Listof users thatare added to the group.
Non-admins can’t see inactive users.
Admins see all users and also it’s shown
in brackets if user is inactive or locked

Figure 38: Operator administration interface

7.7.1.2 Observer administration interface

Observer (connected to datacentre) administration interface allows administrator account
holders to manage users and groups. Non-administrators can see their own info, user list
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and groups. Once a user is created it cannot be deleted to prevent un-associated mission
items and data to be present. Instead of deleting a user it can be inactivated. Username can’t

be changed.

Non-admins can’t see inactive

@ SETTINGS
e

Users

a
Groups
Admin
apitester
Indrek.Kivi
Ivan.Barulin
Ivo.Koiv
Karl

Lauri.Laanson

Mikk.Murumée
Paul.Smith
Taavi.Soerd
Tarmo.Prillop

Testuser

Marko.Tandre

ADMIN

users here. Admins see all
users here and also it’s shown
in brackets if user is locked or
inactive

A * Only admin can see all users details.
* Other users can see only own details.

* Only admin can create new users.

/

For non-admins it's enabled only if
user selected himself in the users list

L

Visible only to admins

Select groups where
user should belong

v DETAILS NEW USER
Non-admin Admin
@ A User ® @ - usER
kN o [ A

info Password Inte: Admin Passwiord

Name:  Marko. Tandre Groups! Mame:  Marko. Tandre Groups:
Description: Testusers Description: & Testusers

Test user

L

\

Non-admin can change only description
and password for itself. Can be empty

[

e

This will be text field if creating new user

Create button if creating new user

A @ uuuuu useR @ @ s USER ®
s a ? AE- P 2 d
Back to users list. Any ’/
unsaved changes are lost /
Password tab if editing user
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\
User can’t be deleted but can be

marked as inactive. In this case
user can’t log in anywhere.
Deleting user completely is
impossible  because  data
integrity will be broken
otherwise - for example don’t
know who created the mission
or sent chat message anymore.

SYSTEMS
Password tab if creating user O o ®
-
\>
L] ® A
Wo  somn _paseons
PASSWORD:
PASSWORD AGAIN:
Create button shown here also if creating
new user just like in info and admin tabs \
Admins can make
other users admins . . . -
. Admin looking others Admin looking itself
and revoke it
@ aean UsER ® (©®) s user ®
[} L L3 ] ) A
Info Admin Password Info Admin Password
3 —— e
O aomin
O Lockuser 0
O nacTIvE
\ -«

Figure 39: Observer athginistration interface - users \
~

User becomes locked if enters
wrong password 5 times in MS

Can’t change itself

observer version. Admin can
lock and unlock user at any
time. User can log in in MS
operator version if locked.

Access to missions is determined by group membership. To give a user access to a specific

mission it must be a member of any group that is listed under a mission and the group must

have permission(s). Group based access provides a quick way to manage different access

policies.
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® = ADMIN ®
(2] FI Ty
Users Groups
Admin *Only admin can create new groups.
Show details of selected group.
Synctest B ;
LIS Admin can also edit the group
Visible only to admin
Non-admin Admin

o anoup ® [ @ arour ®

Group name: Test users Users: Group name: Test users Users:

Deseription: Indrek.Kivi Description; Indrek Kivi
Marko.Tandre | ] Marko. Tandre
Mikic Murumie B Mikk Murumée
Paul.Smith Paul.Smith
Robert Jakobson O  Robert.Jakobson
Threodadmin Threodadmin
Ville.Vellend O  ville.vellend

Permissions: Permissions:

Watch live mission ®  watch live mission

Watch playback ' = Watch playback

veere
Name of group. Must be filled and unique Optional description
.
Select which permissions Delete the group. Select users who
group have

Confirmation will be asked.
Not visible if creating new
group

belong to the group

Figure 40: Observer administration interface - groups

502-417-113840-01-14

2023-05-11

Create button if creating
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7.7.2  Software settings

Software settings are user based and stored locally.
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If selected then all chat channels when

@ SErTNGs SOFTWARE SETTINGS

All chat popups turned on by default

[ Automatic audio recording <=

® loading mission and newly created
H chat channels will show popup when
new message arrives by default just
like normal chat programs

If audio will be automatically recorded or

v SYSTEM
Time mode: UTC time A
Coordinate system:  MGRS -

Joystick next POI: Title starts with ~  JOYSTICK

* ow next/previous POI (joystick) is chosen where gimbal should look

Choose at which POI gimbal should look at (turn to
watch and set to geolock mode) when watch
next/previous POI is selected in joystick. This is
visible only for operator version. Options: “Title

not when loading live mission

MS wide time mode how times will be shown.
Options: time in UTC, local time and time from
mission start. Time from mission start can’t be
applied everywhere (for example all ‘created at’
times, chat message times etc) then UTC time is
used. Changing here will apply everywhere in MS
and if changed elsewhere (seekbar for example)
then it changes here also automatically

Coordinate system used MS wide. Options:
MGRS, LATLON, DDM, DMS

starts with”, “Title contains”, “All local POIs” and “All
POIs”. For first two options text field will be shown
next to the drop down menu to write the sentence
for searching the POI

Figure 41: Software settings
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7.7.3 Server info

Allows to see server info about how much free space is left on hard drive where server
records mission data and approximately how long mission can be recorded with given free
space. Additionally, server can be restarted when required in this tab if it's operator version.

@ SETTINGS SERVER ®

Free space in server: 143 Th

Show elevation data thatis used in server
Free space for: ~ 829h 07min

SERVER ERRORS SERVER ELEVATIONS

Show server main errors log viewer

Restart the server. Visible only for
operator version if operator server is in
the same computer

* Restart server if you are sure something is wrong with it.
( For example software is showing "server down or connection to server lost!" warning at least
one minute without showing re-login dialog or you started mission and there is GPS fix but
RESTART software is showing “server not recording!” warning at least couple of minutes.
SERVER
Figure 42: Server info
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Server main errors log viewer. Main purpose is help for administrators and developers if

something doesn’t work and can see what is failing and maybe why it’s failing.

In the logs there is no sensitive data like passwords or usernames.

Can take out logs for certain date period and save it to file. This way if something doesn’t
work it’s first place administrators or developers can debug what or why something is not

working and decide if more precise logs are needed from server and/or MS.

Errors shown here are stored in database and these are duplicated in server own log files.

Deleting errors here will not delete errors from server own log file.

® SERVER

REFRESH

[2022-09-26 14:16:24.76 UTC] -

Delete the visible errors from
database. Button visible only
for admins. Won't affect server
own log files.

[2022-10-10 13:28:36.49 UTC] -
[2022-10-10 13:28:37.61 UTC] -

DELETE ERRORS

Date from: 01-08-2022

[2022-09-26 14:16:28.172 UTC] -
[2022-09-26 14:16:32.268 UTC] -
[2022-09-26 14:16:34.316 UTC] -
[2022-09-28 07:44:07.226 UTC] -
[2022-09-28 07:44:07.230 UTC] -
[2022-09-28 07:44:33.225 UTC] -
[2022-09-28 07:44:33.228 UTC] -
£2-09-28 07:44:52.345 UTC] -
£2-09-28 07:44:52.349 UTC] -
£2-09-28 07:45:03.983 UTC] -
£2-09-28 07:45:03.986 UTC] -
£2-09-30 06:11:11.518 UTC] -
£2-09-30 07:50:46.885 UTC] -
£2-09-30 15:26:28.561 UTC] -
[2022-10-06 13:01:16.460 UTC] -
[2022-10-06 13:01:16.467 UTC] -

2022-10-10 13:28:44.537 UTC] -
[ -10-10 13:28:45.569 UTC] -

SERVER ERRORS

®

Chat sync send failed with exception: Endpoint connect error

Date until: Not used if

pty

Chat sync send failed with exception: Endpoint connect error
Chat sync send failed with exception: Endpoint connect error
Sync send failed with exception: Endpoint connect error

No view matches the request: PUT/missionlist

Failed to parse HTTP request

No view matches the request: PUT/missionlist

Choose which date period you want
to get errors from. When opening it
then it'll load current day errors by
default. You must click refresh
button after changing date for
updating the errors.

Failed to parse HTTP request
No view matches the request: PUT/missionlist
Failed to parse HTTP request

No view matches the request: PUT/serverstatus

Failed to parse HTTP request

Read frame input/output error for feed 10

Read frame input/output error for feed 10

The playback start time 270704600 is out of bounds, stopping playback

Save the visible errors to file.
Standard Windows file chooser will
be shown.

Did not find audio file for the requested mission playback.

Failed to open audio file for playback.

Login failed: too many failed log in attempts, log in from the ip 10.128.0.50 locked for 60 seconds.
Login failed: too many failed log in attempts, log in from the ip 10.128.0.50 locked for 60 seconds.
Login failed: too many failed log in attempts, log in from the ip 10.128.0.50 locked for 60 seconds.
Login failed: too many failed log in attempts, log in from the ip 10.128.0.50 locked for 60 seconds.

SAVETO FILE

Figure 43: Server errors
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7.7.5 Server elevation data

Displays list of elevation files installed and used in server for data calculations. With this
information you know if data calculations (footprint for example) for current flight area are
correct.

Server can be manually commanded to reload the elevation data files. Usually, it's not
necessary as they are reloaded automatically when user logs in or a new live mission
appears (create new in operator version or found new live mission after syncing in
datacenter). It may be necessary if new elevation data was installed to the server in the
middle of live mission especially for operator version.

@ SERVER SERVER ELEVATIONS DATA ®

dem_5m_eesti

MielecASTER_30M

List of installed elevation data files

Refresh the list of installed
elevation files in server

Tell server to reload elevation files. If
successful then the list here will be
updated automatically also

REFRESH LIST RELOAD ELEVATIONS

Figure 44: Server elevation data
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About section contains current MS software version and changelog where you can track
changes, added or removed functionalities and information about error corrections.

@ SETTINGS ABOUT

Current version: client 2022-10-07

Change of functionality

2022-10-06

In mission list it's possible to see if logged in user can update mission data - pencil icon if can
update (is admin or creator of the mission) and info icon if can only watch the mission data.

Previously all icons were pencil icons

Which version the
changes affect

—wun_-I 0-03

{3 Failed to play playback video when switching to playback mode in live mission

2022-10-01

Bug or crash fix

/ Crashed when watching over heorizon and add tag or add POl was cliked in menu

2022-09-20

+ Capture image functionality in quick playback. Functionality is found in video context menu just like
in main video feed

Add POI functionality in quick playback. Functionality is found in video context menu just like in

New functionality

main video feed
+ Coordinate showing in video context menu in quick playback. Clicking on the coordinate option will
open coordinate dialog just like in main video feed(s)

Quick playback video feed choosing is from drop-down menu on top-center of video now instead of
% video context menu. The drop-down menu appears-disappears with left-click on video just like video
controls

®

Current MS software version

Figure 45: About
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7.8 SEEK BAR

Seek bar is used to control video playback, extract clips, and navigate between recorded tags.

Seek bar is divided into two separate navigable bars. Lower bar is the main video timeline
with a user adjustable zoom box. Zoom box width is adjustable from the two sides and it
determines the start and end times for the upper zoom box timeline bar. Main video timeline
also indicates the timestamps where tags are present with vertical lines.

Upper bar is the zoom box timeline. It allows for the fine seeking of video footage to a precise
point in time regardless the overall video duration or window size. Tag icons are also
highlighted on it and can be clicked on to toggle tag dialog visibility or double-click to navigate
there quickly.

Seek bar provides buttons for seeking 15 seconds forwards or backwards and one button for
play or pause the video.

Play/pause can be toggled with keyboard space key, rewind 15 seconds with keyboard left
key and forward 15 seconds with keyboard right key. Keyboard keys can be used only if all
dialogs are closed, or last click was on one of the main windows (where video or map is).

Video extract button will command the server to generate a video file that corresponds in
duration to the zoom box and download it to user specified destination.

Left click on video will show/hide the seekbar.

Rewind Tag. Click will hide tag detail .
; - Start time of a.lg ick wi ope.n or . ide agl etails End time of Export
Fast forwar window. Double-click will seek video to the zoom box video clip
15 seconds the zoom box given position. Hover mouse will show
15 seconds title. Yellow is shared tag, red is local tag
and blue is selected tag
Play/pause
g g s\ From start 002017
00O ...
/ Time shown when draggin
] . Zoom box Draggable seek dot with seek the seek dot geing
Video timeline time below. Seek is made
when the seek dot is released Clicking on start or end time toggles
time format between time in UTC, local
Figure 46: Seek bar - mission with recorded video time and time from mission start

Figure 46: Seek bar - mission without recorded video
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Video clip exporting function sends the server video feed ID, a start and end timestamp based
on the zoom box. The server generates a video file from chosen video feed which is then

provided to the client.

You should set start of the video 10 seconds before seek position you want to see in exported
clip as first couple of seconds might not be playing. Best is to play the exported file with Movies
& TV app. VLC will not play the file. Windows Media Player seek will take time.

-

CHOOSE VIDEO FEED:

® Primary /

QO Primary (low quality)

Choose from which available

video feed the video clip will be
exported Default
selection is currently chosen
feed. Feed chooser is not shown
for operator version as there is
always exactly one feed

from.

CANCEL

DOWNLOAD

A bade iz

Bt 047,30 02,38,

Prefilled file name is in format
“D S-E” where D is date, S is

start time in UTC and E is end
time in UTC

Confirmation shown in

operator  version if
currently live mission
and it may be not

possible to record 3 hour
mission after
downloading video clip

Z WARNING
—

4

Free space getting low after downloading given videoclip!

After downloading given video clip you have free space to record mission:
36.3 Gb (~ 02h 03min 39s)

Avre you sure you want to download the clip?

\ Download video clip

Time left: 00 min 12 sec
Downloading: 10.52%

®,

Just hides the window.
Wwill the
downloading

not cancel

and selected location to
download to was same
hard drive where

DOWNLOAD

CANCEL

CANCEL 10%

missions are recorded

/

When downloading the
video clip the extract

Video length, video
file size and free
space to download
more videos on drive
where the video was
downloaded to

Download video clip

9

Downloading video complete!

Downloaded file: 4461 Mb (01h 01min 45s)

» O

Play the downloaded
file with Windows
default program

/V

Free to download: 1739.7 Gb (~ 121h 49min 25,

Download video clip

A

Downloading video clip failed!

®

Open the folder
where the video
clip was
downloaded to

©

Failed to extract video clip!

clip button in seekbar
will show progress

®

When downloading fails it's shown in the
extract clip button in seekbar

4

/

N

Window is not opened automatically if
hidden. Will be shown when clicking

N

When downloading succeeds it's shown in the
extract clip button in seekbar

the extract clip button in seekbar

502-417-113840-01-14

Window is not opened automatically. Will be shown
when clicking the extract clip button in seekbar

Figure 47: Export video clip flow
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7.10 MOVING MAP DISPLAY

Moving map display displays the base maps and all geographical information. The moving
map display consists of map layer such as imagery, topographic maps, elevation data, camera
footprint, video on map, history, heatmap, tags, points of interest and aircraft position and
heading indicator.

Map layers are controlled with map layer manager. Other functions and tools are accessed
through a context menu which can be activated by a right click or touchscreen alternate
directly on a map or map icons. Mouse left button drag will move the map and mouse right
button drag will turn the map viewport to view it in different angle in 3D.

Compeass. Click to turn map up to north and watch straight down

Playtime: 02h 21min

How long aircraft can fly at given
position until must return. Shown
only for operator if currently not
watching playback mission. Last
value received from aircraft is
shown. Will add “(NO GPS,
INACCURATE)” to end if autopilot
GPS doesn’t have fix

Aircraft Gimbal target distance (meters) Video footprint or live image

and bearing (degrees) Two scalebars - one for SI system

and second for nautical miles

Figure 48: Moving map display
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7.10.1 Map layer manager

Map layer manager provides the user with controls to show, hide and configure all available
layers. Map layer manager can be opened from map context menu.

Imported layers can be either raster or vector layers, or WMS source imported to the
mission software by the operator. All files except KML/KMZ files are copied internally and
can be deleted after successful importing. KML/KMZ files are not copied, meaning they must
not be deleted /renamed/moved but are automatically restored next MS start-up. KML/KMZ
files are user-based meaning if one user imports it then other user who logs in and wants to
see it also must import the same KML/KMZ also. Enabled states and order in list are not
user based but for all users.

Importing layer from file can take long time. If there are multiple computers where 1 the
same layer is required to be installed from file, then it can be imported once in one computer
and then the generated folder can be copied manually over to other computers. To see the
folder where the layer was imported Windows file explorer to must be set to show hidden
files (view tab -> hidden items checkbox). Location where imported layers folders are is
usually “C:\ProgramData\WorldWindInstalled”. In some cases, it may be located under:
“C:\ProgramData\Application Data\WorldWindInstalled”.

WMS layers are shared with Threod GCS and are cached automatically for offline usage.

LAYERS ®
List of imported
“ ns . . o [ :
[WMS]” is shown in % 4] & 9 - & - A layers. Selected item is
f t Of la er name lf Imported Built-in Elevation Footprint POI Tag Fire support  Video on map Drone Other
ron ! — drawn on map by
T * KML/KMZ original files must not be deleted after importing to automatically reload next startup.
it's data comes from O «riowest B All other formats are copled meaning original files can be safely deleted from yellow box to see
hard drive after importing
WMS (web map O PPAEEsTIIMA2 B R coverage of the files.
. . ife: " TS SpOTy 10 all Users.
service) instead of \’\QA”” EESTIIMAS 9 KML/KMZ files yellow
local file 0 e g - etk B *Drag tems to change order box are not drawn on
D IWMS] Mustvalge pohikaart u * User added WMS layers data that is downloaded will be cached automatically for later offline usage. map
[WMS] Ortofoto B8
[ twws] Eesti-vene kontroloon : defauit B Import layer. Dialog will be
[ wMs] kaitsevée harjutusvaljad : defauit B shown to choose ifyou want

to import file or add WMS

Select checkboxes which
layers are shown on map.
Double-click onlistitem as

A0D LAYER
an alternate Delete layer. Confirmation -

will be asked
LAYERS @
* o ~ & @ ¥ @ w 4
Imported Built-in Elevation Footprint POI Tag Fire support  Video on map Drone Other

*KML/KMZ original files must not be deleted after importing to automatically reload next startup.
All other formats are copied meaning original files can be safely deleted from
hard drive after importing

* KML/KMZ files importing Is user based but other formats apply to all users.

*First in list is drawn first.

* Drag items to change order

* User added WMS layers data that is downloaded will be cached automatically for later offline usage

Cancel importing
from file. Shown
P only if importing
Progress of importing layer from file non-KML file
List disabled when /
importing layer Importing: 2.6% ®
Figure 49: Map layer manager - imported layers
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import from local file

WMS source

Choose if you want to add
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-

CHOOSE LAYER SOURCE:

@ File (GeoTIFF,..

aé

IMPORT

)

O WMS (web map service)

CANCEL

Figure 50: Import layer source dialog

List of available layers in server that you can add to MS.
Will not show layers that are already added

N

Checkbox to select which layers to
add. Can add multiple layers together

YTHREOD

SYSTEMS

7

ADD WMS:

Nameﬁ aluskaardid

Server address | ADDWMS:
where to search
available layers

URL: |

]

Search the server
for available layers

—_—
— &

CANCEL

>0

Pohikaart

Reljeefvarjutusega péhikaart

8 0O

Metsanduslik ortofoto

Rasteriseeritud mullakaart

Topo250 : default

mets/pbdsastik : default

margala : default

Add selected layers to MS

0O000a0o

lage ala : default

ADD LAYERS CANCEL

Figure 51: Add WMS layer dialog

Built-in layers are integrated into the mission software and may be enabled or disabled by
the user. Drawing order of the built-in layers can’t be changed by dragging and they cannot
be deleted. Maps that are loaded will be cached automatically and can be shown when

offline.

Very high level map. Useful
to move the globe to
correct location where any
map is present (otherwise
black screen is shown)

Useful if you don’t have
imported map or WMS
for needed location. Y
Loading the map from
internet takes time

¥

mported

o

Built-in

~

Elevation

&

Footprint

Blue Marble May 2004

Bing Imagery

9

POI

LAYERS

*

Tag

& w

Fire support  Video on map

+

Drone Other

*These layers are built-in and can't be deleted.
*Map data that is downloaded will be cached automatically for later offline usage.

*These maps visibility is applied to all users.

®

Selectif and which graticule to show

on map. Options - no graticule,
MGRS, LatLon and degrees-
minutes-seconds
Graticule:  NONE -
Figure 52: Map layer manager - built in layers
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Elevation layers or DEM-s (digital elevation models) are imported to the mission software

by the operator.

On the left list there is elevation data that is used by map to draw the map in 3D and on the
right list there is elevation data that is used for coordinate and other calculations. The latter
are used also by the server.

For the right-hand list (used for calculations), it is necessary to have the elevation GeoTIFF
file stored in folder shown under the list. The folder is scanned only on MS startup, so
changes made during runtime will not show before MS is restarted. For left-hand list (used
to render the map in 3D) it is necessary to import it. As a note, importing can take long time
and if performed once, the generated folder can be copied to other computers the same way

as map layers.

Delete the elevation file.

List of elevation files Confirmation will be asked
used by map to draw Y
itself in 3D. CTRL + LAYERS ®
click for multiple
selection.  Selected 4 o ~ & 9 - @ - + : : ) ;
. d N Imported Built-in Elevation  Footprint POl Tag Fire support  Video on map Drone Other List of elevation files used in
ltems are drawn on footprint and target calculations
map by yellow box to dem_25m_eest -] dem.sm_eest and by local server when present.
+— | '
see coverage of the MielecASTER 30M CTRL + click for multiple selection.
files Selected items are drawn on map
by yellow box to see coverage of the
Select all items in list |
Select all items in list
Import new layer. Location of the files
Standard Windows file SeLEeTAL i Elevotion doledor drawing incp n 20 / on disk
chooser shown \m weserns T Elvaton dotafor cletions
LAYERS ®
s O o~ & 9 W O w4
Imported Built-in Elevation  Footprint POI Tag Fire support  Video onmap Drone Other
dem_5m_eesti
"
MielecASTER_30M
List disabled when
importing layer
Cancel importing
Progress of importing from file
elevations from file
Importing: 1.2% ® sLEoTALL ;E\l;;;non data for calculations
Figure 53: Map layer manager - elevation data
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Footprint layer combines the instantaneous video footprints into a historic coverage
overlay to visualize the observed area. Limited (MS operator version) or no settings (MS
observer version) are shown if no mission is selected currently. Footprint is drawn for areas
where the diagonal of the video footprint on map is equal or less than 2 kilometers.

NB: last minutes footprint type is reset when changing to other footprint type or deselecting
“Show” checkbox.

Footprint settings for playback feed

Options apply to both live and playback

Footprint settings for live feed
. Show or hide Choose color of
footprint on primary sensor
map LAY ® footprint where
o - - i /~/ - o - 4 sensor is currently
ow or hide ¥ ; P
footprint \ Imported ift-in Elevation Footprint Tag re support  Video on map Drone Other / watchmg. This s
ootprint - on shown on map only
map \ LIVE PLAYBACK OPTIONS if video on map is
O show sShow Sensor: ORANGE ~ turned off
® O Llast Footprint: BLUE v Ch hi i
— oose istoric
Minutes: APPLY Minutes: 1( APPLY .
- - - Footprint edge: RED v coverage fill and
O @ Whole mission edge colors. Not
O Zoom bar \ shown in no mission
mode and disabled if
not selected to show
Select how much of the Select how much of the on map
footprint will be shown - last footprint will be shown - last
written minutes or all from written minutes, whole mission
mission start. Selections are or defined by zoom box.
disabled if not showing on map Selections are disabled if not
] showing on map s
Apply the written minutes. Button Apply the written minutes. Button
disabled if last minutes mode is not disabled if last minutes mode is not
selected or footprint is not shown on selected or footprint is not shown on
map. Max value 20 minutes map. Max value 20 minutes
Figure 54: Map layer manager - footprint
Open POI list
|
| Lavers ®
Show or hide
POI’s on map A A ~ & 9 - @ - 4+
Imported ift-in Elevation Footprint POI Tag Fire support  Video on map Drone Other
Show POI's on map
Show title on map only on mouse hover or selected
Show POI title always on
map or only on mouse
hover or if POI is selected
Figure 55: Map layer manager - point of interest
Tag settings are not shown if no mission is selected currently.
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Show or hide
tags on seekbar

¥ o ~

Built-in Elevation

Show or hide
tags on map

\ Show tags on playback seekbar

Show tags on map

Imported

Show tag description always
on map or only on mouse
hover or the tag is selected

v

Footprint

9

POI

LAYERS
- © - +
Tag Fire support  Video on map Drone

Open tags list

' Show description on map only on mouse hover or selected

Other

Figure 56: Map layer manager - tags

¥ [} N

Open targets list
Imported Built-in Elevation

Show targets on map

Show danger close area on map
Show or hide
targets on map

v

Footprint

9

POI

LAYERS

* © ol +

Tag Fire support  Video on map Drone

Show or hide selected target
danger close area on map.
Checkbox disabled if show
targets on map is deselected

Other

Figure 57: Map layer manager - fire support

Video on map layer shows live video feed on the map layer instead of the footprint. In MS
observer version settings are not shown if no mission is selected currently.

502-417-113840-01-14
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Page 80 of 151

ORCA-130 A03 User Manual
Threod Systems OU

info@threod.com

www.threod.com



YTHREOD

SYSTEMS

THREOD SYSTEMS CONFIDENTIAL

Show or hide LAYERS ®
video on map

¥ 0O O~ & 9 W O w4

Imported Built-in Elevation Footprint POI Tag Fire support  Video on map Drone Other

Show video on map

Choose video
opacity ™~

Filter coordinates to make image smoother

Opacity: @

Columns: 16 ¥

fows: 16 >

Choose how many
images are created
vertically and
horizontally to draw
video on map. More
images means more
precision but less
performance

Figure 58: Map layer manager - video on map

Drone tab is shown only for operator and if MS is configured to be used with Threod GCS.
Pilot can send the mission route from Threod GCS to MS. Manual loiter info is taken from
autopilot telemetry and is shown/hidden automatically. Route information is not
preserved, meaning after MS restart pilot must send route again.

LAVERS ®
2 (1] ~ "] Q . 5 - +

Imported Built-in Elevation Footprint POI Tag Fire support ~ Video on map Drone Other

ROUTE MANUAL LOITER If checked then manual loiter is shown
if watching live video in live mission

Show route on map Show loiter on map <€——

Show in no mission mode Show in no mission mode
Check if you want to see manual loiter in
/ Show in live mission playback mode Show in live mission playback mode no mission mode. Show loiter on map

* shown/removed automatically according to telemet
ly g ry must be selected also
+Removed automatically if no loiter info

is received at least 30 seconds
*BCS must send route to Mission Software to show it

Check if you want to see manual loiter
*Route is not preserved meaning it's automatically
cleared when exiting Mission Software also when switching to playback mode

in live mission

Route checkboxes logic is

same as for manual loiter

Figure 59: Map layer manager - drone
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¥

Imported

LAYERS

o ~ & 9 T © -

Built-in Elevation Footprint POI Tag Fire support  Video on

v RVT

®
+

map Drone Other

Show RVT' on map e
*Only RVT's who share their location will be shown

*RVT's will be shown only for live mission

Check if you want to see RVT locations on map

*Only RVT's watching the same mission will be sho

Helper text that tells which RVT’s and
when can be shown on map. Different for
observer and operator

Figure 59: Map layer manager - other
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7.10.2 Map context menu

YTHREOD

SYSTEMS

Map context menu is displayed when the user right clicks or performs a touchscreen

alternate on the map.

From the map context menu, the user can access map related functionality. Here is
described default context menu. In some cases, there might be differences and those are

described in relevant sections.

Coordinate and ground elevation of the clicked location. Elevation is from calculations elevation file(s) by default. If there is no calculations elevation file for
given location then ground elevation is taken from map itself and “**” will be appended to end of altitude. If clicked then coordinate dialog will be opened to

see coordinate in different coordinate systems and copy to clipboard

x

o

Set gimbal to geo-point mode to watch

enter coordinate to find

Search coordinate on map.
Dialog will be opened to

given coordinates
automatically filled

the location. Not visible in playback \ ©  35VLF 75445 27664 S8m
mode and MS observer version @ Look here
Coordinate on map
Q AddPoOI
Create new local POI to the /‘Q Fire support
location. Not visible if not logged in '
/‘ Q search Show search sub-menu
Show fire support sub-menu. Not
visible if not logged in. Described in T Ruler
firesupport section @ Map center
Open map ruler window to € Layers Aircraft
measure on map Target

\

Open layers window

O, Line of Sight

Show map centering sub-menu. Not
shown in MS observer version in no-
mission mode

If checked then map is zoomed in/out automatically in a way the
selected centering is always visible. Has minimum zoom in and

anywhere will disable it also

Lock target heading

Automatic zoom

Lock AC heading

maximum zoom in to not loose context of area. If active then using }7j

mouse scroll button you can change the offset to calculated zoom level If checked then map is rotated
meaning zoom in more/less than calculated zoom. Each map centering automatically so that map up is
mode has own offset. If automatic zoom is disabled and enabled again LOS line direction

then all map centering modes offsets are reset

If checked then map is rotated
automatically so that map up is
aircraft flight direction

Figure 60: Map context menu

? CLICKED COORDINATE

MGRS LATLON  DMS DDM <

Choose in which coordinate
system you want to see the
location

Copy the coordinate to clipboard MGRS: 35VMF 34317 82537
in selected coordinate system
and close the dialog

' 4

TO CLIPBOARD SEND CALL FOR FIRE

Figure 61: Clicked coordinate dialog

502-417-113840-01-14 2023-05-11

Send call for fire over
network for this location.
Button shown if integration
is implemented
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7.10.3 Searching for coordinate on map

YTHREOD

SYSTEMS

Coordinates search tool allows the user to enter and convert known coordinates and

indicate them on the map layer.

Choose in which coordinate system you want to enter the coordinate.

[ /— If correct values are written in selected tab fields then coordinate is

converted automatically to other tabs also

MGRS LATLON DMsS DDM

P —
LON: 21.563] °
| If value in incorrect for the field

then it's shown with red border

X,

Button disabled if incorrect coordinate is written.
Click the button or keyboard enter to find the
location on map. Dialog will close and map will be
centered to the location with animation

7S

Figure 62: Search coordinate on map

502-417-113840-01-14 2023-05-11

When clicked search this
placemark is shown for 10
seconds to see the exact
location on map
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7.10.4 Map measure tool

YTHREOD

SYSTEMS

Map measure tool allows the user to measure lengths between two or more points and areas

of polygons.

Map measure tool is accessible via the map context menu. Map measure tool settings are

saved, and user based.

If map measure tool is open then no objects (tag, PO], target) can be selected on map so that
it is easier to place measurement points near or on top of existing objects.

Line measure. First click on map sets starting point of line and
second click marks end point of line. Maximum one line is shown at
a time meaning if line is added and then third click is made then the

old line is deleted and the click is setting the starting location of a
new line. If starting point is set but end point is not yet set then the
line endpoint is mouse position and line is updated each time mouse all

Close window. Will clear

measurements on

Points can
dragged on map

be

moves

l MAP RULER ®

- FaS < e

. LINE PATH AREA SETTINGS
Choose length unit. j=———
Options- meters, Length: 1,126.6 w, Meters -
: L
kilometers, feet, Heading: 48 Degrees -

nautical miles

CLEAR LINE

* Selecting objgéts on map is disabled while using ruleK

£ N\

T /

Choose heading unit. Clear line measure from map

Options: degrees, MIL

Figure 63: Measure tool - line

Path measure. New point is added to path each time
user clicks on map. New point is added after selected
point. New point is set as selected automatically

Direction of the line

MAP RULER ®
- Fal by o
LINE PATH AREA  SETTINGS
Length: 1,542.6 Meters -
Choose length unit.
Options: meters,
kilometers, feet,
nautical miles
CLEAR PATH
* Selecting objects on map is disabled while using ruler '\

502-417-113840-01-14

AN

Clear path measure from map

Figure 64: Measure tool - path

2023-05-11

Yellow is active point. Click on point to
select it or start dragging point and it
will be selected automatically
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Area and perimeter measure. New point is added to area
each time user clicks on map. New point is added after
selected point. New point is set as selected automatically

AV

Aimm ®

- Pl < o

YTHREOD

SYSTEMS

sure from map

LINE PATH AREA  SETTINGS

Choose perimeter unit.

. Perimeter: 2,333.7 Meters -
Options: meters, /
kilometers, feet, Area: 358,643.3 Square meters -
nautical miles

. CLEAR AREA
Choose area  unit. }
OptionS: square * Selecting objects on map is disabled while using luﬁ\
meters, square N
kilometers, hectares,
Clear area mea

square feet, square

nautical miles

Figure 65: Measure tool - area

A B -

* Selecting objects on map is disabled while using ruler

MAP RULER ®

LINE PATH  AREA  SETTINGS
Color: RED - A
Line width: 3 .4

Yellow is active point. Click on point to
select it or start dragging point and it
will be selected automatically

Choose color for all measurements on

Choose line width for all measurements on map

Figure 66: Measure tool - settings

502-417-113840-01-14

2023-05-11
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7.10.5 Tags

Tags are references to a specific video timestamp and an associated snapshot image taken
from video feed. Tags also contain the target coordinates of the gimbal at the point of
capture. They can be thought of as bookmarks but with geographical information and
optional description by user. Only creator of the tag can edit or delete tag.

Tags are on the video seek bar and represented on the map as an icon. Tags are always
related to an ongoing or loaded mission and stored in the server or locally as part of mission
data.

To create a tag, click the tag button on the button panel.

Map display provides a context menu when right clicking or using the touchscreen alternate
on a tag icon. Tag will be selected automatically.

Tag images (that should be visible currently) which fail to download from server will be re-
tried automatically every 20 seconds. Download fail may happen for example if servers sync
the data and text part is synced but image syncing is not yet done or connection is bad.

Show tags filter. Filter TAG LIST ®
applies everywhere - L_|
list, map and seekbar

FILTER

From start: 00:03:14

Tag list. Selected
tag has blue —

background | From start: 00:03:57

Yellow stripe indicates
it's saved in server and
red stripe it's saved
locally in MS

From start: 00:12:49

test

Zoom in map to selected
tag target. Button disabled
if no target exists
(watching over horizon),
no tag selected or no target
coordinate was available in
video KLV data

Hit

From start: 00:14:10

Show or edit tag details
depending if current
user is creator of the tag
or not. You can make
double-click on list item

From start: 00:26:43

as alternative

ZOOM IN MAP

Figure 67: Tag list

502-417-113840-01-14 2023-05-11 Page 87 of 151
ORCA-130 A03 User Manual
Threod Systems OU info@threod.com www.threod.com




Back to tag list. |

Unsaved changes will
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be lost! I Creator of the tag

TAG UST TAG ®
Tag timestamp.
Time format is P> Time: 11:16:15 UTC

same as in seekbar

Optional description

Choose if tag is
stored in server
(visible to all
users) or locally in
MS (visible only to
himself). Must save
tag to take effect

L

SEEK HERE

Description:

/

DELETE TAG

QUICK PLAY

gsave in server (shared)

Z00M IN MAP

YTHREOD

SYSTEMS

Non-creator of the tag

Time: 10:40:51 UTC

SEEK HERE

QUICK PLAY ZOOM IN MAP

Description:

lebotavad

@ TAG ST TAG ®

Double-click  on
image to see
image in bigimage
viewer and use
extra functionality

/

Zoom map in to
the video target
location. Disabled
target
coordinate exists

if  no

/

Play video in separate window
without interfering current
mission watching
from the tag timestamp

starting

be asked

Delete the tag.
Confirmation will

502-417-113840-01-14

X

Save the tag

Seek current mission to play from tag timestamp.
Disabled if currently not in playback mode or
timestamp is outside the zoom box values in seekbar

Figure 68: Tag details

©

Tag created on server but failed to upload image!

TAG

A

rd

If saving tag fails it'll show what failed

Show the tag editor

If tag is saved successfully then small
popup is shown on top of the tag
window for a couple of seconds

@ TAG Li¢

Tag saved successfully

Figure 69: Tag save result

2023-05-11
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Show only tags whose description
contains given phrase. If empty then
it's not used

Filter by tag type. Options: All, Local, Shared
(server). All means no type filtering

Checkbox to quickly filter
to show only current user
created tags. If selected
then “select all” button,
“deselect all” button and
the users list are disabled

Select whose

created tags to show

users

@ TAG LIST FILTER TAGS ®
De contains: <
Deselectallusersinlist || 1y Al -
}‘ DESELEGT ALL ‘m
Selectall users in list  |———% K =y
Admin A
Aimar.Aviste
apitester
Indrek.Kivi \
Ivan.Barulin
Lauri.Laanson
Margus.Allas I~
Marko.Tandre
Mikk.Murumée
0p73
Reset the filter to use no M onR M
filteringand go back to tags list |~ ___ /

Apply the filter. It's used everywhere -
tags list, map, seekbar

Figure 70: Filter tags

Tag description or if no description for tag

exists then given text in the image. Visible on mouse

hover on tag symbol in seekbar. On Mouse hover the tag is brought to front automatically

Blue border - mouse is currently over
the tag symbol on map or seekbar

Red - tag stored in
locally

| <no tag description>
S -

7 ==

16:31:04

Figure 71: Tag icons on seekbar

Blue - selected tag

Yellow - tag stored in server. Right click
on any tag to see tag details
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Blue border - mouse is currently over
the tag symbol on map or seekbar

Red - tag stored in _/-y

locally

Blue - selected tag

Figure 72: TAG icons on map display

YTHREOD

SYSTEMS

Timestamp of the tag in the same format as in seekbar and description. Visible
on mouse hover, selected or if set to be visible always from layers window

Turn gimbal to watch tag location. Visible
only in MS operator version if currently
watching live video

7

Open and show tag details window

only in playback mode

Look at tag position

Tag details

Yellow - tag stored in
server. Left double-click
on any tag to see tag
details. Left single click
will toggle the tag to be
selected or deselected.

v|m @

Seek the video to this tag position. Visible —

Seek video here

Quick playback

Play video in quick playback window

a [

Convert to local

Delete tag

creator of the tag

Delete the tag. Confirmation will be /T
asked. Shown only if creator of the tag

Convert tag quickly to shared or local
tag depending which one it currently
is. Visible only if logged in user is the

Figure 73: TAG context menu on map display

502-417-113840-01-14
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7.10.6 Points of interest

Point of interest is a local or shared coordinate with an optional title and description. POl is
visible on the map as an icon with title, if present and enabled.

POI can be created by “Create POI” button or by map context menu (both described above).

Title of the POI. Visible on mouse hover, selected or

if set to be visible always from layers window
Blue border - mouse is currently over Example POl title

the POI symbol on map |
' Yellow - shared POL
— | ¥ Left double-click on any
— :

POI to see POI details.
Left single click to toggle
POI to be selected or
deselected

Red - local POI

Blue - selected POI

Figure 74: POI icons on map display

Shared POI-s are stored in server. All clients authorized to access an ongoing mission can
view these POI-s when monitoring the mission. Shared POI-s are the main method of
pointing out targets and coordinating actions between multiple parties. Only creator of the
POI can edit and delete given POI.

Local POI-s are stored only in the computer where MS is installed in. Local POI-s may be
used as mission planning aids or for any other user specific purposes because local POI-s
are not related to mission. When a POl is created using the button menu shortcut a local
POl is created on the point of aim of the gimbal and placed on a map. Local POI-s are user-
based meaning user will see only his/her created local POI-s.

7.10.6.1 Point of interest map context menu

POI context menu is opened by right clicking or using the touchscreen alternate on a POI
icon. POI will be selected automatically.

Look at this POI location. Visible only in

/ MS operator version if not watching
@  Look at PO position <] plavback
Open and show POI details A
i Send to GCS
window \ - \ Send POI to GCS. Visible only in MS operator
Q PO details version if configured to be used with Threod GCS
Delete this POL = 1o shared
. . . — onvert 1o share
- W
(Siﬁnﬁrmat]lolnfwﬂl lze as;<tehd. ~ Convert POI quickly to shared or local
ownonlytereatorotthe B  Delete POI POI depending which one it currently
POI e . ) )
is. Visible only if logged in user is the

creator of the POI and currently is
watching mission

Figure 75: POI context menu
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Show extra options

everywhere (list, map) N

Yellow stripe

server (visible to all)

and red stripe

indicates it's saved g,

locally in MS

/

Title of the POI

POI
Coordinate system
shown is set in
software settings

coordinate.

-

Zoom map in to the
location of the POI

N

A

indicates it’s saved in I

FILTER

Lake

Crossing

filtered out

Medevac

ZOOM IN MAP

POILIST

FOVMF 32816 75744 E
35VMF 32362 88559 E
35VMF 34447 82732 E

35VMF 32518 84600

35VMF 37

Save POI's to file
functionality.
save POI'’s section

See

'[B LOAD FROM FILE

ik

SEND TO GCs

e

Load POI's from
file. Described
below in following
sections

—_

3
©  DELETE MULTIPLE POIS

Delete given

Confirmation will be asked.
Delete icon shown only if
user is the creator of the POI

POL

Send multiple POIs to GCS.
POI  chooser
opened to select which
POIs to send. Option
visible only to operator
version if configured to be
used with Threod GCS

will  be

502-417-113840-01-14

Figure 76: POI list

2023-05-11

to delete

Delete multiple POIs. POI chooser
will be opened to select which POIs

Open POI details where creator can
edit/delete the POI and others can
just see details. You can make double-
click on list item as alternative
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7.10.6.3 Point of Interest filter
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POI filter dialog provides the means to display or hide POI-s according to their types or
names to declutter the map and POI list.

Back to POl list. Keeps

current filter state

Options: all, local and shared \i

| Deselect all users in list I\i

[ -}@ POI LIST

Title contains:

| Select all users in list I———b SELECT ALL

Select which users POI’s

to show \

Reset the filter and

go back to POl list |

[< T < O < T < T < T < I <. I < I <

v

Admin

apitester
Indrek.Kivi
Ivan.Baruli
Ivo.Koiv
Karl

Lauri.Laan

RESET FILTER

FILTER POIS

®

DESELECT ALL O only my POI's

Aimar.Aviste

n

son

Margus.Allas

Marko.Tandre

A

Only current user POI’s. If selected
then list and select/deselect all
buttons are disabled

502-417-113840-01-14

Figure 77: POI filter dialog

2023-05-11

Apply filter. Only non-empty
fields are used
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7.10.6.4 Point of Interest details/editor
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Non-creator of the POI Creator of the POI
@ 201 LST poI ® POI LIST PoI ® Optional
| title
L4 ) / Q )
POI Metadata Action POl Metadata Action
Title:  test POI Title:  filtered out
o Optional
Description: Description: — descri tion
Some description here Back to POl list. Unsaved / P
changes will be lost
POI location. Can choose coordinate
system in which to write coordinate.
NGRS LATLON  DMS  DOM MGRS LATLON  DMS  DOM Changing coordinate in one system
/ will change automatically also in
MGRS: 35VMF 29022 80585 MGRS: 35VMF 34447 82732 .
- - = others coordinate systems
Save in server (shared, attached to mission) Selected - save in server
(attach to mission and
visible to all users who
Zoom map in to POI watch  the mission).
location H Deselected - save locally
\ Z00M IN MAP /! DELETE Z00M IN MAP “ in MS (not attached to
I mission and visible only
Delete  the  POI I to himself). Must save to
Confirmation will be. Save the POI take effect
asked
@ POI LIST POI ® @ PO PON ®
9 o 4 ]
POI Metadata Action POl Metadata Action
Created by: Indrek Kivi SEND TO:
Created: 2021-11-12 12:28 UTC
Last modified: 2021-11-12 12:28 UTC
Mission: Flight 4 at PZL with gimbal - Night Flight
Send the location to GCS.
Visible only in MS operator
Mission title if it's shared version. Will show error if
POI otherwise “N/A” fails to send to GCS
Figure 78: POI details
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Loading POI-s from file

YTHREOD

SYSTEMS

POI-s can be loaded from file which was previously saved. If currently not watching mission
then all POI-s are local POI-s by default. If user is currently watching a mission then user
can choose if the loaded POI-s will be local or shared.

502-417-113840-01-14

Figure 79: Load POI-s from file

2023-05-11

-

CHOOSE POI TYPE:

@ Local private

O Shared to all in server

All loaded POI-s will
be local POI-s

/

All loaded POI-s will
be shared POI-s and
will be uploaded to
server automatically

<—

CANCEL
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7.10.6.6 Saving POI-s to file

POI-s can be saved to file (MS own format). When “Save POI’s to file” option is clicked in the
POI list extra options dialog then a dialog will be shown where you can choose if you want
to save all currently visible POI's or choose which POI's to save. Standard Windows file save
dialog will be shown if you choose to save all currently visible POI’s.

-

WHICH POI'S TO SAVE: Standard ~ Windows file
/ chooser will be shown when

/ this is chosen

Special POI list will be shown
O Show all POI's to choose from <& if this is chosen where you can
select POI's you want to save

@ All currently visible

CANCEL

Figure 80: Save POI dialog

@ POI LIST SELECT POIS TO SAVE ®

O show only filtered POI's \
Select if you want to see only
O test2 filtered POI's in the list. Disabled if

no filter is applied for MS

test 3

/] filtered out 2

4
f O filtered out
O test

Select which POI's you want

to save

Deselect all POI’s in the list.

Disabled if list is empty

Standard Windows file

I chooser will be shown to

choose location where to save
the selected POI’s. Disabled if
no POI’s are selected

Select all POI's in the list.
Disabled if list is empty

SELECT ALL DESELECT ALL

Figure 81: Save POI chooser
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7.10.6.7 Deleting multiple POIs

When “Delete multiple POIs” option is clicked in POI list extra options dialog then POI chooser
will be shown where you can select which POIs to delete. Only POIs created by logged in user
are shown in the list because user can delete only POls created by himself.

@ POI LIST SELECT POIS TO DELETE ®

O \
Select if you want to see only
| Targetarea filtered POI’s in the list. Disabled if
f O Medevac no filter is applied for MS

Select which POI's you want
to delete

Deselect all POI’s in the list.
Disabled if list is empty

Delete the selected POlIs.
Select all POI's in the list. Confirmation will be asked.
Disabled if list is empty Disabled if no POI's are
: selected
SELECT ALL DESELECT ALL DELETE

Figure 82: Delete multiple POI chooser
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7.10.7 RVT

RVT (Threod Android app) can send their locations to server and in this case MS can show the
locations on map. MS operator version can see all RVT’s connected to operator server
regardless they watch mission or not and also RVT’s connected to datacentre who watch same
live mission. Observer version can see RVT’s only if watching live mission and only these
RVT’s who are watching the same live mission. Both, operator and observer version, will
remove RVT from map if RVT decides to not send location anymore.

RVT icon with user name who is (offline) apitester ]
logged in to server. If user hasn’t Tur.n.glmbal _to look at RVT
sent new location for 2 minutes position. Option s}%own only
(closed app or no connection) it'll for op.erat.or v.er51on when
show also “(offline)” before E‘I Aimar.Aviste watching live video
username
@ Look at RVT position Open chat window and select
Adn channel which contains only
!l Chat with RVT logged in user and RVT user
(one-to-one chat). If channel
doesn’t exists then itll be
created automatically. Will show
. error if RVT is not watching same
Figure 81: RVT on map mission
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7.11 REPORTING

Reporting tool provides the means of compiling images, tags, map views and user provided
comments to into a standardized format for exporting and sharing.

The main view for reporting tool presents a list of prepared reports and detailed view for the
selected report. Every report has information tab, imagery tab and metadata tab.

Reports are part of a specific mission and thus stored in the database as mission items.

Every user can create a report and edit their own previously created reports. Other users can
read prepared reports but not edit. If a user wants to modify a report compiled by anyone else
but themselves, they can create a duplicate. This ensures that the reporter who created the
report is the source of the information and no one else has tampered with it.

Reports are not saved locally but only in server meaning if report is created and not saved to
server it'll be lost and unsaved changes in reports will be lost when exiting the MS.

Report images (that should be visible currently) which fail to download from server will be
re-tried automatically every 20 seconds. Download fail may happen for example if servers
sync the data and text part is synced but image syncing is not yet done or connection is bad.

View for user who has created this

report
MISSION REPORTS ®
NEW REPORT SETTINGS E ] 0
Report Imagery Metadata
—_—

test topic
2021-10-07 07:26 UTC

<NO TOPIC>

(NOT CREATED ON SERVER)

Open settings that are
applied to all reports

Create new empty report. i
This is not uploaded to Tab content described separately

server automatically

Reports list with topic and
report created time on server

O only my reports DELETE REPORT EXPORT

\

Filter to show only logged
in user created reports

Delete the selected report Export the report. Exporting format Save the changes on server
from everywhere. will be asked first where options are: or create new report in
Confirmation will be asked only images, Word file, PDF file, server if not uploaded yet

Powerpoint file. Button is disabled if
no images are added to report or no
report is currently selected
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View for user who has not created this
report
MISSION REPORTS ®
- 8 = e
Report Imagery Metadata
test topi A
2021-10-07 07:26 UTC
<NO TOPIC>
(NOT CREATED ON SERVER)
Different report data
is separated by tabs
Tab content described separately
Non-creator can'’t edit the report
but can make duplicate of the
report which he/she can edit. Not
uploaded to server automatically
\
O only my reports EXPORT

Figure 82: Reporting tool main view

Information tab allows the user to enter essential textual data for the report. The format of
this information is designed according to guidelines from STANAG 2511.
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View for user who has created this report

Title:
* Title is not saved to database.
# Each report created may have own fitle

To: testto 2
From: test from

—
Topic: test topic -

Title is not saved anywhere. It's used
only when exporting the report

Classification:  test classification

Creator of the report can edit all
fields. All fields are optional

Data reliability. Options: A-F. All

PIR: test PIR

Info origin: test origin

Grading: B (usually reliable) > <
2 (probably true) A

DTG (event): 2021-08-1912:02 UTC

# Filled automatically from images

Location: 3JTNAA 66021 00000
* Always check if map exists be
*Map window defines map width/hel
Information:

test information

Only facts here!

Comment:

letters are described in brackets
but the description is not added to
exported report only the letter

Source reliability. Options: 1-6. All
numbers are described in brackets
but the description is not added to
exported report only the number

Event time is taken from image timestamp automatically.
If multiple images are added then two times are shown
where first is the earliest time and second is the latest time

test comment

Coordinate is set automatically which you can override in report map
window:. If you have selected each image has own map then first image
coordinate is shown. Coordinate system in reports is different from other

Your opinion, “I think”, |
“maybe” etc. text here

parts of MS and is set in reports settings separately

View for user who has not created this report

Title:
* Title is not saved to database.
* Each report created may have own title
To: testto 2
From: test from
Topic: test topic

Classification:  test classification

PIR: test PIR
Info origin: test origin
Grading: B (usually reliable)

2 (probably true)

DTG (event): 2021-08-19 12:02 UTC

* Filled automatically from images
Location: 31NAA 66021 00000

* Always check if map exists before exporting

* Map window defines map width/height ratio
Information:

test information

Comment:

test comment

\

OPEN MAP

Non-creator of the report can
edit only title which is not saved
anywhere and used only when
exporting the report

Open report map window
where you can see and edit (if
creator of the report) location
data related to the mission,
define map width-height ratio
that is generated for exported
report and see or define (if
creator of the report) if
generated report has one map
or each image has own map

Figure 83: Reporting - info tab
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Report map window allows to define if report is using single map for report, or all images
have own maps. Correction to location(s) can be done if deemed neccessary. Report map is
always looking down meaning can’t be turned to 3D view what you can do with main map.

View for user who has created this report Draggable map to make

correction to coordinates of
report or image. If own map for

Compass. Click to
turn map up to north

each image is chosen then map
is synced with currently shown
image in imagery tab meaning
changing image will update the

map with currently set image
location. Moving the map will

Current map center

coordinates not set new location to

report/image automatically

Update current report or image

coordinates with map center
coordinates depending if it's set
to use one map for whole report
or each image have own map

Choose if report uses
single map for report
or each image have
own map

Map not movable
nor zoomable if non-

creator of the report.
For both, creator
and non-creator, the
map layers are
synced with main
map but without
extra data layers
(POI, tag etc). Only
graticule is  set
separately for
reports in reports

Resize  the map
window. This way
you  define  the
generated report
maps  width-height
ratio. Also the bigger
the map window the
better the quality of
the generated report
map(s) are

settings

Figure 84: Report - map window

Imagery tab presents the list of tags and screenshots attached to the report. A report can
contain multiple images.
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Choose images to add Delete currently shown image

. . from report. Confirmation will
View for user who has created this report / be asked. Will not delete the
image from server (if uploaded

® 12 @ DELETE IMAGE to server previously) until

report is saved

IMAGE NOT UPLOADED YET

Shown if given original image
is not yet uploaded to server

Open image in
report image
editor for drawing

Quick way to restore the
original image if it's been
edited. Disabled if not edited

£6" RGB”  MF
#ESTAB. ON

QUICK PLAY

Play video in separate
window without
interfering current mission
watching starting from the
image timestamp

DRAW ON IMAGE
Description:

test 2

Optional image description

View for user who has not created this report

Previous image ‘\—h® 172

in report Next image in report

Image number in report /
number of images in report

Double-click on image to
open it in big image view
for extra functionality

¢ —_—— SAT! ?
it RIX: 3L EG RGB MF
g4deg ‘itilt -3ideg: INS ;g #ESTA8. ON

Description:
test2
\
Figure 85: Reporting - images tab
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Images can be added to the report from the add images page shown in reports window. Both
tags and local snapshots may be added. Tag description is set automatically as report image

description.

@ MISSION REPORTS.
O Add to report
o

Back to report without
adding any image

i

11:57:22 UTC

Video time. System-wide type -
from mission startor time in UTC

Select checkbox of images which
you want to add to report

ADD IMAGES TO REPORT

Snapshots:

Add to report

12:07:08 UTC
Description: testime HTTPS puhul

Tags:

Tag time. System-
wide type - from
mission start or time
in UTC

Double-click on snapshot or tag
image to open it in image viewer
window for extra functionality

Add

images to report

all  selected

ADD IMAGES

502-417-113840-01-14

Figure 86: Reporting - add images
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7.11.1 Report annotation

Users can annotate the image by adding shapes (arrows, boxes, text etc) for additional
explanatory information. In server there is always the original image saved not annotated
one. Only data how to redraw the shapes (annotations) is saved in server so it’s possible to
edit it later or from another computer. Image editor will show the image in full size always.

Options area for shape. Different shapes have
different options. If shape is selected then the selected
shape will be updated. When selecting shape the
options will be set same as the shape currently has

Select what type of shape you
want to draw. Changing tab will
deselect object if any is selected

Clicking on image or making
very small drag on image (not
on selected shape) will deselect
shape if any is selected

List of shapes on
image. Top objects are
drawn last. You can
change order of objects
just by dragging them.
Clicking on shape in
list will select it.

Delete the shape

Delete all shapes
in list

<

* Cicking delete’ keyboard key will delete selected shape i any selected
REMOVE ALL SHAPES + pouble-click selected text shape on image 1o edit text

Selected shape is
drawn always on top
of other shapes to see
it fully as seen in
image - when it's
deselected the oval
will be on top of the
arrow shape as it’s on
top of arrow in list.
Around selected
shape there is white
and black dotted line.
You can drag selected
shape by dragging
area inside the
dotted-line. If shape
is selected you can
delete it by clicking
‘delete’ keyboard key

Figure 87: Report image editor

Apply the changes to the image locally meaning
this will not upload it to server automatically

Adding new shape to image is done just by dragging its size on image (start dragging outside
selected shape). All shapes have minimum size meaning if you want to add a new shape you
must drag at least minimum amount.

If you add arrow shape, then the head of the arrow is placed in the release end.

Text shape size is different from other shapes - if you add text shape then the size of the
shape will be the size of the text itself. When adding text shape, it’s initial status is text edit
mode where you write the text. Click ‘enter’ keyboard key to set the text to the shape and
exit text edit mode. Click ‘esc’ keyboard key to cancel the text editing (if you changed the
text, it'll be reverted back what it was before) and exit text edit mode. If you clear the text
in text edit mode and click ‘enter’ keyboard key the shape will be deleted. If in text edit
mode, you select another shape or change shape tab to another shape then the text you
wrote will be set to the shape automatically. In text edit mode you can’t start adding another
shape by dragging on image.

502-417-113840-01-14 2023-05-11 Page 105 of 151

ORCA-130 A03 User Manual
Threod Systems 0U info@threod.com www.threod.com



THREOD SYSTEMS CONFIDENTIAL 7THREOD

SYSTEMS

A N - ) O A - - o o
Text Arrow Line Box Oval Text Arrow Line Box Oval
Textcolor:  arass Bold: [J Back color: (RN coor: | TN

Textsize: SIZE1 v halic: [J Background: Linewidth:  SIZE1  ~

A - - =] o A - - o o
Text Arrow Line Box Oval Text ATow Line Box oval
Line width:  SIZE 2 b Line width:  SIZES - Filled: [

A - - =} O

Text Arrow Line Box Oval

tin clr: Fillclo
Line width:  SIZE 1 hd Filled: G

Figure 88: Report image editor shapes

Reports can be exported to various formats for sharing outside of the MS.

Users can choose to export only the images, PDF or editable Word and PowerPoint files.

)

-

CHOOSE REPORT FORMAT:

QO Only images

® PDF

O Word

] O Powerpoint
Create report in selected format.

All images and maps will be

copied to same folder also in )

. K #* For reports ensure you defined wanted map
addition to report itself. Each width-height ratio which is report map
exporting will create new folder window width-height ratio

for the report to folder specified
in reports settings. Folder name
is DTG when the report is

* The bigger the report map window the better
quality of the generated map image

generated
CANCEL
Figure 89: Reporting - export dialog
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7.11.2 Report settings

Reporting settings provides the means for customizing the report according to user
requirements. Report settings are applied to all generated reports and are not related to a
specific report. This means if a report with different settings is necessary, the settings have
to be modified between exporting the different reports.

All changes in settings are applied right-away and do not need separate saving/applying.

Map graticule layer and scalebar for report maps is configured separately from MS main
map meaning changing it for MS main map doesn’t change it for report map and vice versa.

@ MISSION REPORTS REPORTS SETTINGS ®

* Settings are not report specific but applied to all reports
Select to show graticule layer on map.

Coordinate system of graticule is same as

coordinate system that is set to report ISl [ stow araticule Choose which
scalebars to show

I Scalebar: Sl and Imperial v .
. on map. Options:

Select to use local time Imperial, SI or

. v Report
in exported reports \ both
O use local time |

1
Select to add empty fields Include empty fields Select to add coordinates under

Select to add DTG Choose coordinate system used in
under each report exported reports. Options: MGRS,
in exported report LATLON, DDM or DMS

Coordinate system: MGRS

also to exported reports DTG under images 4 ’ each map in exported report
1 / Coordinates under maps

) : - .
M Open file after creation < Select if after successful report

Export folder:  C:\Users\Marko Tandre\Deskiop exporting the generated report will be

opened automatically with
\ appropriate software for quick review

Choose the main
folder where the
generated reports
folders will be created

Figure 90: Reporting - settings
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7.12 QUICK PLAYBACK

A separate playback window provides the possibility to load clips from other missions or
compare footage in main window.

This is useful when looking at a target and wanting to compare a historic view of the same
area while still maintaining the live feed or playback position.

Change video feed. For operator always 1 feed. Observer version

Coordinate  of  clicked
position. Clicking on option

opens manually synced video automatically by default if it exists

Left-click on video to

show/hide the buttons . .
opens coordinate dialog
| ESCENE™ . e
Create local POI at L 33vMr . 3451-82604 - 28 : PR e E Right-click on video to

- % 1 .
RANGE : »1254m DEM 3 A i % . | openvideo context menu

clicked position
SD:

Take screenshot of video and
show it in MS image viewer

Restart video from
seek position where
quick playback
window was opened

Seek back video by given
amount of seconds

Resizable window.
Resizing is same as

. . o~ ~ : - T
normal windows in \ .
R ate
Windows but the video Q 9 Q Q @ 11:04:46 UTC §
pa eg 1t 524 1N>: 1 KACKING
LA R o PR L Gl —

aspect-ratio is kept

: : Create tag. Tag can Take snapshot of the video

Seek forward video by given Recorded time from mission start or be created only if from quick playback. Snapshot

amount of seconds time in UTC. Same time type as MSis it's same mission as can be taken only if it's same
using everywhere loaded mission mission as loaded mission

Figure 91: Quick playback
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7.13 SEARCH

Search functionality allows the user to search videos, tags, reports, and POI-s from the
collection of all archived missions in currently connected server or only from the loaded
mission.

Search window is divided into groups: area, PO], tags, and reports. Special placemark is shown
on mabp for location of area search, selected POI (in search result) and selected tag (in search
result and if tag has coordinate meaning not watching over horizon etc).

Search is cleared when closing the window.

Figure 92: Search placemark

7.13.1 Searching videos by area

Videos can be searched by specifying a geographic location. This gives the user a way to
search for a specific location that the video footprint has covered. When accessing the search
window directly from the search button then last target coordinates are filled automatically.
Server will return only results where footprint diagonal for primary feed is equal or less
than 2km. This is to avoid getting too zoomed out results where it's too hard to see anything.

An alternate way to search videos by footprint is to use the map context menu and choose
search in history or use the video context menu and choose search video for location. This
action will open the search window with coordinates prefilled.

Coordinates must be filled to search

SEARCH ®
> 9 n
Area playback POl Tag Repon
MGRS LATLON DMS DDM
MGRS: 34UEA 27217 73727

Date recorded from:  30-11-2020 /

Date field can be written in dd-mm-yyyy
format or click on calendar icon to open
date chooser

Clicking on year
opens year chooser

Date recorder until: Mot used if empty

[ Current mission
2018

2019

2020

/ " |
A

Search only from Y - ERE

current mission

3 @

e

502-417-113840-01-14

Start searching for
recorded videos. Not-
filled fields are not used

Figure 93: Search video by area

2023-05-11

Click on day to
select day

Click on year to
select year
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After clicking on the search button, a progress dialog box is shown. When searching from a
large archive of missions an indication is shown that the search may take some time to
complete.

SEARCH ® 1
|
i
|

Searching playbacks...

Cancel the search and go )
* Playback search takes some time

back to search coverage \- 3
CANCEL ‘

Figure 94: Search video by area progress

Upon successful completion of search a window with results is displayed.

User is presented with all corresponding timestamps that have been recorded where the
gimbal target matches the coordinates specified and the total time on target for an
uninterrupted time.

Search results can be sorted according to the recording time or duration on target.

If the results are for the loaded mission the video timeline can be sought directly to the
beginning of the selected clip. If it's same mission and currently watching live video, then
playback mode will be entered. Otherwise, other mission will be loaded and sought to the
position.

In all cases the user can open the selected clip in a separate window for quick review.
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Back to search

Result item with recorded DTG,
length watching the coordinate and
if it's same mission or other
mission. If same mission then
“current mission” will be shown
otherwise mission title will be
shown

If selected video is from same
mission it'll seek to the position and
button is “SEEK HERE”. If selected
video is from another mission it'll
load the mission and seek to the
position and the button is “LOAD
MISSION”

R

LOAD MISSION )

502-417-113840-01-14

~a
>

@ - SEARCH AREA RESULT ®

Sortby: Time - new first -

2021-10-19 21UTC  00:00:21  CURRENT A

Sort the list. Options: Time -
new first, Time - old first,
Duration - long first, Duration -
short first

Open quick playback
window to watch the video.
Double-click on list item as
an alternate

SEEK HERE

4

Figure 95: Search video by area results

2023-05-11
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7.13.2 Searching for points of interest

POI-s can be searched by title and description within specified creation time. Only the POI-
s created by the user or by everyone can be specified in the search settings. Only the loaded
mission or the entire set of archived missions in currently connected server can be searched.
At least one checkbox or text field must be filled to search.

SEARCH ®
> Q .

Area playback POI Tag Report
Title and description are case |

insensitive in search and are | Title contains: >

optional
Description contains: Date must match
attern dd-mm- .
Date created from: Not used if empty b o
< You can use date
Date created until: Not used if empty chooser by CliCking on
calendar icon. Dates
Show only current user onal
created POI-s in result P [J Created by me are optiona

Search POI-s. Atleast one checkbox must

be selected or text field filled to search \-b

Figure 96: Search POI

Upon successful search the results window is presented with a list of POI-s. The user can
centre and zoom the map to the selected POI or view its detailed description

502-417-113840-01-14 2023-05-11 Page 112 of 151

ORCA-130 A03 User Manual
Threod Systems OU info@threod.com www.threod.com




THREOD SYSTEMS CONFIDENTIAL

Back to search

Center and zoom map in
to POI location

_1’ @ SEARCH

Aircraft and hangars
Airfield
Bad people detected

School

ZOOM MAP IN

SEARCH POI RESULT

Testing facility

‘Something strange here

Sortby: Title - ascending v <—
TITLE DESCRIPTION MISSION

CURRENT

CURRENT

YTHREOD

SYSTEMS

Sort the result list. Options:
Title ascending, Title -
descending, Description -
ascending,
descending

Description -

“current” if it's in
currently loaded mission.
“other” if it's not in
loaded mission. “-“ for
local POI

Show POI details. If POl is
local or in loaded mission
then default POl window
will be shown. Otherwise
special details page is
shown. Double-click on
list item as an alternate

Figure 97: Search POI results

By default coordinates system
is same as MS is set to use but
you can show in other system if

needed

[

Create local POI which is
copy of the POI shown
here

Back to search —
results list 4= ) SEARCH POI RESULT POI DETAILS
Title: Airfield building
Description: Administration building
Mission: Test for new Mission Software
Coordinates: 34UEA 31966 74205 MGRS v
Created by: Marko.Tandre
Createdon: 2021-11-30 12:09:37 UTC
Create public POI which
is copy of the POI shown
here. If no mission loaded
currently then button is
Center and zoom map in disabled
to POl location
ZOOM MAP IN COPY AS PUBLIC

COPY AS LOCAL

Figure 98: Search other mission POI details
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Tags can be searched by their description text and recorded time. Both tags created by the
user, or someone else can be searched. Only the loaded mission or the set of all archived

missions in currently connected server may be specified.

SEARCH
> 9 h g
Area playback POI Tag Report
Description contains:
Date recorded from: Mot used if empty
Date recorded until: Mot us=c if empty

O created by me

SEARCH

®

Y

Search tags. At least one
checkbox must be
selected or text field filled
to search. Just like other
searches only filled text
fields and selected
checkboxes are used in
search

Figure 99: Search tags

502-417-113840-01-14
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Upon successful search a list of matching tags is presented to the user.

Back to search

List of search result
containing
recorded time and tag
description

items

@ SEARCH

2021-08-13 15:07:08 EEST testime HTTPS puhul

2021-10-19 16:55:04 EEST Tag222

2021-10-19 16:56:50 EEST Tag3

2021-10-19 16:58:43 EEST Tago

}421 12:41:01 EEST Knock knock
1

SEARCH TAG RESULT ®

-

Show tag details. If tag is
in loaded mission then
default tag window will be
shown. Otherwise special
details page is shown.
Double-click on list item
as an alternate

Figure 100: Search tags result

Back to search
results list

——L@ SEARCH TAG RESULT

if no coordinate

(watching over horizon etc.)

Center and zoom map in to
tag location. Button disabled
exists

Recorded on: 2021-10-19 13:55:04 UTC
Description: Tag222

Created by:  Indrek.Kivi

Missio Poola

Load the mission
where the tag is

T~

LOAD MISSION

TAG DETAILS

ZOOM MAP IN

QUICK PLAY

Double-click on image to
open it in image viewer for
extra functionality

Open  quick  playback
window to watch the video

Figure 101: Search tags details
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7.13.4 Searching for reports

Search reports allows the user to search for reports created by themselves or everyone in
currently loaded or all archived missions in connected server.

SEARCH ®

< Q "
Area playback POI Tag Report
Information:
Comment:
Topic:
To:
Date created from: Mot used if empty
Date created until: Mot used if empty Search reports. At least

one checkbox must be
selected or text field filled
to search. Just like other
searches only filled text
fields and selected
checkboxes are used in

O Created by me

search

Figure 102: Search reports

Upon successful search a list of matching reports is presented to the user.

Selected reports can be opened in a separate report window described above in the report
section.
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Back to search

Load the mission
where the report
is. Disabled if
selected report is

——-l}@ SEARCH

in loaded mission

SEARCH REPORT RESULT

CREATED TOPIC USER MISSION

2021-09-30 16:04:21 EEST topic

Ville.Vellend

2021-09-30 17:02:33 EEST {topic 2 Ville.Vellend OTHER 4”
2021-10-01 09:02:02 EEST Indrek.Kivi OTHER

2021-10-01 09:56:38 EEST Somne random topic Ville.vellend @.EH\
2021-10-01 11:01:38 EEST 1 Ville.vellend OTHER

2021-10-07 10:26:50 EEST test topic Kalle CURRENT
2021-11-15 16:47:24 EET  ryry Indrek.Kivi OTHER

LOAD MISSION

®

Figure 103: Search reports
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If the report is in
loaded (current)
mission or other
mission

Who created the
report

Open report. If reportis in
loaded mission and you
are creator of the report
you can edit it but if the
report is in another
mission or you are not the
creator you can'’t edit it.
Double-click on list item
as an alternate

Reports from other missions than currently loaded mission can’t be edited. You can only

export it.
——
| MISSION REPORTS OTHER MISSION REPORT @
Back to loaded
L. SETTINGS E [ .« ] o
mission reports { Report Imagery Metadata
list Titl: A
* Title i5 not saved to database.
* Each report created may have own title
Open  reporting To: s2
settings. Same From: UAV 1
values as loaded —
opic: Example report
mission reporting
) Classification:  For internal use
settings
- PIR: NONE
Info origin: UAV
Grading: A (completely reliable)
1 (confirmed by other sources)
DTG (event): 2022-05-19 11:03 UTC
* Filled automatically from images
Load the mission Location: 35VMF 33464 81943 OPEN MAP
where the reportis  Always check If map exists before exporting
* Map window defines map width/heigh ratio
Information:
Example information \%
_—_— * You must load the mission to edit/duplicate the report. Currently you can only export it
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Figure 104: Report search - other mission report
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7.14 VIDEO DISPLAY

This section describes the functionality available for video display windows.

THREOD SYSTEMS CONFIDENTIAL

7.14.1 Video Context Menus

Context menus are accessed by right clicking or performing a touchscreen alternate on a

video display.

7.14.1.1 Operator Video Display

= . zgr e

P
Point gimbal to look the clicked position.
Visible only if currently live video N @ 35VMF 39885 79512 92m N
Add new local POI to the clicked position N g‘ Look Here
Q\A Add POI here

Open search window to find videos

in server for clicked position Fire support ’
Start measuring on video functionality q O\ Search video for location

Capture image from video (not saved as
snapshot!) and show itin MS image viewer
window

Sensor presets sub-menu for quick
applying of presets for currently active
sensor. Visible only if currently live video

Open sensor settings. Visible only
when watching live video

X
\’\Q* Capture image

ity EO t ’
/?’ presets

e

Ruler

Sensor settings

L~

502-417-113840-01-14

Figure 105: Video context menu - operator
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i.. lﬁ‘, P L A

Quick fire adjust on video

Coordinates and ground elevation of
clicked position. Clicking on option
opens coordinate dialog

Start fire fire.

Described in fire support section

support adjust

+  Add point target

Add point target to clicked location
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7.14.1.2 Observer Video Display

Add new local POI to the clicked
position

Open search window to find videos
in server for clicked position

Start measuring on video
functionality

Capture image from video (not

saved as snapshot!) and show it in
image viewer window

q -@ 35VMF 33684 81857 83m

THREOD SYSTEMS CONFIDENTIAL 7THREOD

SYSTEMS

Coordinates and ground elevation of
clicked position. Clicking on option
opens coordinate dialog

r'd

Start fire support adjust fire.
Described in fire support section

P
Q  Add POI here

.

RllG ppor ’ Quick fire adjust on video

+  Add point target

~

Q

™M  Ruler

h* Capture image

Search video for location

Add point target to clicked location

502-417-113840-01-14

Figure 106: Video context menu - observer
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7.14.2 Measure on video

Video measure tool allows the user to measure lines, paths, and areas directly on the video.
The tool is accessed via the video context menu.

When measurement on the video is started then playback is paused and seekbar will be
hidden or live video is frozen automatically. Changing the video feed (playback in MS
observer version), switching between live and playback modes, and accessing video context
menu is not possible while performing measurement on video. Also keyboard keys can’t be
used to control play/pause/rewind/forward the playback video during measurement

Closing the measure tool dialog will automatically clear all measurement lines on video and
resume live or playback as it was before starting the measure on video.

Making measurements on video is exactly same as in MS image viewer window. Measuring
is described in image viewer window section.

PAUSED FOR MEASURING

[SCENE ] ¥FOV 27.3 ( 2.3x) 2022-05-19 11:02:592
1 35VME '33063 82792 1077mAMSL
: 35VMF 33427 81979 88mAMSL
1335m DEM

113G

VIDEO RULER

oA g B

LINE PATH  AREA  SETTINGS

Length: 126.0

Heading: 226

CLEARLINE

EO. RGB MF
ESTAB ON

79deg. tilt -a3degs . il

Figure 107: Video measure
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7.15 GIMBAL CONTROL

Controlling gimbal functions, sensor and video output settings is accessible through the
context menu by pressing right mouse button or performing touchscreen alternate push on
the video.

35VMF 39895 79503 93m

Look Here

Add POI here

Fire support '

Search video for location

Ruler

BE PO 0060 @

Capture image

Open sensor settings. Visible only

EO presets DEFAULT

when watching live video

Sensor settings

Figure 108: Video context menu - operator

Hide gimbal settings interface

& Ensble gimbal opersting
[ 0

Disable sending all commands to
gimbal from MS. All settings in user
interface will be disabled also

INS source:

Constellations:

O Tilt 45 degrees down

Content with blue headers can be
expanded/collapsed by clicking

on the header to reduce number E E
of items currently visible (less C

GIMBAL MODE

distraction) RESET
—

Figure 109: Gimbal settings overview
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7.15.1 Payload settings

Payload settings tab can be used to control high-level settings of operation.

Onboard recording can be enabled or disabled, together with an option to delete onboard
recordings.

The inertial data source of the payload can be optionally switched between onboard and
aircraft data. Also used constellations combinations can be selected based on operational
area and conditions.

Fixed orientation modes (without gyro stabilization) can be selected using the provided
buttons under the “Look” options.

Gimbal main operation modes are also selectable from the menu buttons. The only
operational modes that are not selectable also from the hand controller are Launch and
Stow positions.

When encountering issues with the payload, various internal components can be reset to
restore their operation. User can reset the gimbal motion controller (BLDC), video
processor, on-board INS.

There is additional selection to reset the drift cancellation. This may be necessary if too
much constant motion is observed in pure gyro stabilisation mode with stationary gimbal.
Performing this operation during flight is not advised as it can cause performance
degradation in all operational modes, where gyro stabilisation is used,
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Enable gimbal operating

)

PAYLOAD VIDEO LWIR
A\ REGGRD

A4 INS

Onboard INS v

GPS, Galileo, SBAS A

INS source:

Constellations:

* Change only after gimbal has booted up completely!
(when data is drawn on video)
*NB: keeps both changes after reboot!

v LOOK

[ Tilt 45 degrees down o
—

GIMBAL MODE

SCENE STEER VIDEQ TRACK ’
STABILIZE GEQLOCK STOW

v OPTIONS

O nvert gimbal tilt

Calculate geolock in:

Mission Software v

A\ RESET

BLDC VIDECQ PROC

LOGGING

ENABLE LOGGING DISABLE LOGGING

Figure 110: Payload settings
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Start/stop recording to gimbal SD card.
NB: It takes some seconds to really

[ start recording! Checkbox disabled if
no SD card found in gimbal

Delete all videos and logs from gimbal.
| Confirmation will be asked

Choose if onboard (gimbal) INS or autopilot
INS is used

Choose constellations. Can choose only
if onboard INS is selected to be used.
NB: signal will be temporarily lost until
INS gains fix again!

If look forward/left/right/back should
look straight or 45 degrees down. Will
act right away if any of the four looks is
active currently

Look forward

Look left

Look straight down

Look right

Look back

Start video track. The video track red
box will be at the center of the video

Start geolock. Coordinate will be target
(video centre) coordinate

If checked then right joystick stick
up-down is inverted. Applies to
rotate gimbal, move video track
box and move geo-lock position

Choose if calculating new geolock target
(moving geolock target with joystick in
geolock mode) is made in MS or gimbal.
NB: gimbal must have elevation map for
the area to calculate correctly if chosen
to calculate in gimbal!

Enable logging in gimbal. Will be enabled
also after reboot. By default when gimbal
is sent out from Threod logging is
disabled. Enabling option is meant for
debugging purposes or finding faults if it
behaves wrongly somehow

Disable logging in gimbal. Will be
disabled also after reboot
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7.15.2 Video settings

In the video settings tab, user can control various options for the displayed image.

Picture-in-Picture can be enabled with specified location and size to show both sensor
images at the same time. Switching between cameras with PiP enabled will select which
camera is displayed as a main sensor and which is displayed as secondary.

On screen display can be enabled or disabled and the coordinate format shown can be
selected from the provided options.

Additionally digital stabilization can be disabled, useful when looking through the propeller
of the aircraft which can cause unwanted image movements.

Enable gimbal operating

o &J

PAYLOAD VIDEO LWIR

Options: Disabled, PIP enabled

v PIP

Options: top-right, top-left, bottom-
right, bottom-left. Enabled only if PIP is
enabled

DISABLED

Options: %, 3/8, %. Enabled only if PIP
is enabled

Choose tracking type when initiating
new video track (click on video or
from joystick). Options: moving
target, stationary target

v VIDEO TRACK

Mode: MOVING TARGET

Use assists on video track start Check if gimbal should automatically

set size of the tracking box when
initiating new video track (click on
video or from joystick)

*Video track options are used when starting video track
(click on video or joystick button).
Options are NOT applied in middle of video track.

v 0SD

OSD - on screen display. Options:
shode, hide

Mode:

Coordinate system in OSD. Options:
MGRS, LATLON, UTM. Enabled only if
0SD is set to be shown

Coordinates:

v OPTIONS
Check if gimbal should stabilize the

video digitally
Stabilization

VIDEO STREAMING Open video streaming settings window

Figure 111: Video settings
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7.15.3 Video streaming settings

Gimbal has two simultaneous video feeds with configurable options.

User can configure the data rate, destination and quality from the provided settings. As
onboard recording uses the highest bitrate video stream available, changing the settings
while recording is active, restarts the recording based on the new settings and re-
determines the highest bitrate video stream to be used.

Caution must be taken as misconfiguration can cause no/bad video due to bandwidth
limitation of the aircraft communication system and/or link distance. Also, one must make
sure that the video streams are configured to different IP address/port combinations.

Values here are not updated from gimbal feedback.
User based pre-sets can be created and stored locally.

MS is configured to listen for 224.1.1.10:15004 as main video source and 224.1.1.40:15008
as backup video source. If configuration doesn’t have neither source then MS and server
can’t show/record any video. For live feed in MS operator version MS shows “HQ” or “LQ”
on top right corner of video indicating if it's currently showing main or backup feed.

r 3

VIDEO STREAMING SETTINGS ®

Video output:  #1 #2

Bitrate: 10.0 3.0 Mbps (0.1-10)

IP: 127.0.01 224.1.1.10

Port: 15008 15004 (1-65535)

Frame step: 1 v 1 v

Encoding: H.265 v H264 ~

Send and apply currently

visible settings to gimbal Enabled: v v Tell gimbal to save last sent values

so that after gimbal restart the
\ / settings are used again
APPLY TO GIMBAL STORE IN GIMBAL <<

Select preset. Selecting
preset will not send them *Values here are not currently used values in gimbal!
to gimbal automatically -

. *Values are not sent to gimbal automatically when changed
only shows them in user

interface \ Delete currently
Preset: GDT + HQ sD-Card - = selected preset. Default
Create new preset using / presets can’t be deleted
currently visible values I Shh -
NEW PRESET SAVE
— W
Save currently visible values to 4

selected preset. Default presets

can’t be overwritten Figure 112: Video streaming settings
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7.15.4 MTI settings

The MTI settings window allows the user to enable and configure the moving target
indication functionality.

User can select between different detection modes based on the task.

MTI settings can either be adjusted automatically, being only able to control the overall
sensitivity. Other settings like the threshold of detection, and how many frames the object
must be present in order to be detected can be enabled manually if automatic settings by
sensitivity selection are not satisfactory.

Enable gimbal operating

(o)
PAYLOAD VIDEO LWIR

Options: vehicle medium, aerial small,
anomaly detection, maritime detection,

Vehicle medium - blob detection

O

Frame skipping for the MTI

[J Manual sensitivity settings

Overall sensitivity. Slider
disabled if manual sensitivity

Sensiti'.'il',': C— is selected

Figure 113: MTI settings
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7.15.5 HDTV / EO camera settings

Provides settings for the HDTV EO camera. User can configure various image enhancements
like CLAHE or defog, configure camera focus, exposure and colour settings.

List of EO sensor

presets. When
selecting other
preset than

currently selected
preset then it will be
applied to gimbal
right away

Create new preset
for EO sensor with
current settings.
Prompt will be
shown to write
name of the preset

502-417-113840-01-14
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Users can save different pre-sets of settings and recall them as needed.

Pre-sets are saved locally and are user based.

Enable gimbal operating

6 &

PAYLOAD VIDEO LWIR

(O CLAHE

*Watching uniform scenes or situations where image is noisy, CLAHE can result
in high bitrate which can affect datalink up to a point where
connection loss can happen.

Defog: MID
Infrared cut filter: RGB

White balance: OUTDOOR

v FOCUS

AUTOMATIC EXPOSURE

COLOR ADJUSTMENT

Figure 114: EO settings

2023-05-11

Options: Disabled, low, mid, high

Options: auto, NIR, RGB

Options: outdoor, outdoor auto

Options: auto, manual

Options: auto, manual, shutter priority

Apply currently selected EO
sensor preset settings to gimbal
(NOT settings that are currently
visible but the saved preset
settings). Useful if you selected
preset and then changed
something and now want back
the saved settings

Save current settings to currently
selected preset. Default settings
can’t be overwritten and button is
disabled then

Delete the selected preset. Default
preset can’t be deleted and button
is disabled then
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7.15.6 LWIR / thermal camera settings

Provides sensor settings for the LWIR camera.

User can select between different colour palettes; sensor gain with region of interest and
various advanced settings

User based pre-sets can be created and stored locally.

Enable gimbal operating

6 ‘ @ Options: 100%, 75%, 50%, 25%, top,
PAYLOAD VIDEO LWIR EO bottom, left, right

Palette: White hot v Options: high, low, auto, dual, manual

v GAIN

FFC - Flat Field Correction? The
shutter acts as a flat reference source
for the detector to calibrate itself to and
thermally stabilize. This calibration

IMAGE ADJUST compensates for certain errors that

build up during camera operation.

Plateau:

ACE:

Damping factor:

Tail rejection:

Smoothing factor:

DDE:

Detail headroom:

Linear percent:

CREATE NEW Same usage logic as for EO sensor

Figure 115: LWIR settings
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7.16 IMAGE VIEWER

Image viewer is meant to see bigger tag, snapshot, and report images. Image viewer allows to
save the images separately outside MS, add POI, and perform measuring from the images or

video (screenshot from video is taken then).

Type (tag, report image, snapshot, video feed capture) with
recorded time in window header. Also tag description or Set image viewer to Toggle  image  viewer
report image description if given image shown currently. full screen mode maximized/normal mode

ERH REOVR25 1 2 (2550202250

35VME 325638812998 1/06 6 MAMSL:
35VME 313314:°81846 88mAMSL
A 11354mEDEM . 1

Right click on image
to open context menu
where you can add
local POI or see

coordinates @ 35VMF 33442 81840 82m

Left click on image
to toggle buttons
(measure,  save)

visibility

Q  Add POI here

Window is resizable

Open ruler dialog for
measuring.  Hidden
while ruler dialog is
open

like normal

windows but image
aspect ratio will be
kept when resizing et b : £ T

~
5

SAT: 16
EIX:HSBAS EO
INS:UTRACKING EST. ON

Save  the image
outside MS. Standard
Windows save dialog
will be shown. Hidden
while ruler dialog is
open

Figure 116: Image viewer
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7.16.1 Image measure tool
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Image measure tool allows the user to measure lines, paths, and areas directly on the image.
The tool is accessed via measure button in image viewer window.

Closing the measure tool dialog will automatically clear all measure lines on image.

Closing image viewer window will also close measure tool automatically.

7.16.1.1 Line measure

Line measure allows the user to measure distance and bearing between two points. The
units of distance and angles can be specified from the drop-down menus. First click on
video sets starting point of line and second click marks end point of line. Max one line is
shown at a time meaning if line is added and then clicked on image again then the old line
is deleted, and the click sets new start position of the line. Both, start point and end point,
can be dragged on image. Point is not added to image with click and point is not moved
when dragging if coordinate calculation fails (over the horizon for example).

IMAGE RULER ®
- Hd w
LINE PATH AREA SETTINGS /
Length: 163.9 Meters v
Heading: 289 Degrees -—

CLEARLINE |

Choose  units  for
length you want to
see. Options: meters,
kilometers, feet,
Nautical miles

Choose  units for
heading you want to
see. Options: Degrees,
MIL’s

Clear the line measure from image

Figure 117: Image measure tool - line dialog

Direction of the line

Figure 118

502-417-113840-01-14

2023-05-11

Points can be dragged on image

When measure dot is (mouse) pressed
then icon will be different and mouse
cursor hidden to drag the measure dot
more precisely to needed location. This
applies to all measures types (line, path,
area)

: Image measure tool - line measure
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7.16.1.2 Path measure
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Path measure allows the user to measure distances along a path with multiple points. Units
of distance can be specified from the drop-down menu. New point is added to path each
time user clicks on image. New point is added after selected point. New point is set as

selected automatically.

IMAGE RULER ®
- Fas <7 o ]

Choose  units for
length you want to
see. Options: meters,
kilometers, feet,
Nautical miles

LINE PATH AREA SETTINGS /
Length: 513.5 Meters v

CLEAR PATH ®——| Clear the path measure from image

Figure 119: Image measure tool - path dialog

B Delete ruler dot
> ‘.J\ Points can be dragged on
L < image. Left click on any point to

Right click on point selects it
and opens point context menu
where you can delete the point

select it

Figure 120: Image measure tool - path measure
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7.16.1.3 Area measure

Area measure allows the user to measure polygonal areas. Units of area and perimeter can
be specified from the drop-down menu. New point is added to polygon each time user clicks
on image. New point is added after selected point. New point is set as selected
automatically. Perimeter and area are not calculated until at least three points are added to

image.

IMAGE RULER ® Choose units for perimeter
you want to see. Options:

/ meters, Kkilometers, feet,
Nautical miles

s N> d e

LINE PATH AREA SETTINGS

. Choose units for area you want to
Perimeter: 765.4 Meters - .

see. Options: square meters, square
«— kilometers, hectares, square feet,
v square nautical miles

Area: 22,843.9 Square meters

CLEAR AREA ®——+F—] Clear the area measure from image

Figure 121: Image measure tool - area dialog

Right click on point selects it
and opens point context menu
where you can delete the point

Points can be dragged on
image. Left click on any point to
select it

Figure 122: Image measure tool - area measure

7.16.1.4 Image Measure Settings

User can define line colors and line widths. Image measure settings are saved and user
based. Colors and line widths are applied right away when changed and doesn’t need

saving separately.
IMAGE RULER ®
A
LINE PATH AREA  SETTINGS
Color: RED -
Line width: 3 -
Figure 123: Image measure tool - settings
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7.17 FIRE SUPPORT

Fire support functionality provides the users a tool to assign targets for indirect fire units.

Main interface for the tool is the map where target icons are added. Targets may be added
directly on the map from the map context menu.

Once a target icon has been added to the map, it can be used to build a call for fire text to read
out or make fire adjustments.

Targets are saved locally and are user based but are not attached to any mission.

Target name. This is
part to click for
(de)selecting target

TARGET 1

Selected targets are highlighted with the danger close radius if selected to show it in fire
support tab in layers manager.

Figure 124: Fire support target icons

For point targets there is
50x50m  square drawn
which shows area where no
fire adjustment is needed
anymore if hits are inside it

circular area

Danger close area is the
red half transparent

502-417-113840-01-14

Figure 125: Fire support selected target icons
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Danger close area
radius in meters
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7.17.1 Fire support context menu

From map context menu you can added targets, open targets list and set hit points for

adjusting fire.
Set hit position. Visible only if any target is selected. Adjust
fire window will be shown automatically with new
calculations

@ 34UEA 28928 71382 162m

Q AddPol Add point target. Will create

target right away

Show ship list

Fire support Start creating linear target. Clicked position is
center of the linear target. Target creation dialog
will be shown

Q  Search "| + Add point target /
™M  Ruler ; . . I
F Add linear target Start creating area target. Clicked position is
center of the area target. Target creation dialog
Map center 'O Add area target ¢ will be shown
€ La
< yers i :
= Open targets list 4—8—_| Show targets list

Figure 126: Map context menu - fire support sub menu

When adjusting fire, the map context menu is kept minimum in size. Other objects (PO], tag,
ship) are not clickable.

Set hit position here
34UEA 29237 71326 165m

Look here

B0 ® %

Ruler

@

Map center ’
e

Figure 127: Map context menu - adjusting fire

Single left click on target name to select/deselect target. Left double-click on target name to
open target details. Right click on target name to open target context menu. Target context
menu instead of default map context menu is shown and selecting is active only if currently is
not shown any of following dialogs: adjust fire, call for fire, read call for fire.

Point gimbal to look at target position.

Visible only in MS operator version if not
watching playback

Send call for fire over network. NB this
will send target always as point target!
Option is shown only if integration is
implemented

Look at target position

Target details %

Show target details

Show call for fire generation dialog

Call for fire <

Adjust fire  <€—

Show adjust fire dialog

10
©
B> _ Send call for fire
a
¥
8

Delete target —_| Delete the target.
-\ Confirmation will be asked
Figure 128: Target context menu
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7.17.2.1 Creating target manually
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Creating targets manually is useful for targets which coordinates are known. Temporary
red target is drawn on map if target centre coordinate is correct and target size (linear and
area targets) are correct values.

Back to targets list. Target

will not be created

Target center coordinates

Target number.

/

Unique number o
generated @ TARGETS LT
automatically
which can be N MGRS LATLON DM DDM
changed

B

B
Target type:
pOint' linear' .| Target number: TARGET 5
area BN

Type: Area -
Danger close Danger closgy, 600 m
. -

area radius Length: 100

drawn on map Width:

Target  length.

CREATE TARGET

N
/ —_—

Attitude: 12-00 MIL

m * Converted to nearest hundred on creation

100 m * Converted to nearest hundred on creation

—

Move the slider to set attitude of the
target. Attitude is visually shown on the
left. Attitude is shown only if target type
is linear or area. Attitude step is 100 MIL

/1
Shown if linear
or area target. Target  width.
When saving it’s Shown if area
rounded to target. Rounded
nearest hundred

to nearest

hundred when
saving

Figure 129: Create target manually

\ Create the target

Figure 130: Create target manually - temporary targets on map
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7.17.2.2 Creating target on map

YTHREOD

SYSTEMS

Creating targets on map is possible through map context menu fire support sub-menu.
When point target is chosen the target is created right away. If Linear target or area target
is chosen, then target parameters dialog will be shown where to define attitude and size of
the target. Temporary target in red colour without target name is drawn on map to see it
on map when changing the target parameters in the dialog. Clicked position is target center.

Target length. When

saved it's rounded to NEW TARGET PARAMETERS

nearest hundred. When

typing the temporary Kk Type: Area
target is automatically \
updated on map with Length®™ 200 m * Converted to nearest hundred on creation
size already rounded 9
Yy Width: & 100 m * Converted to nearest hundred on creation

Target width. Shown
only for area target.
When saved it’s rounded
to nearest hundred.
When typing the
temporary target is
automatically updated
on map with size already
rounded

\z

Attitude: 04-00 MIL

CREATE

CANCEL

Target type. Can’t be changed
in target parameters dialog

Red temporary
target drawn on
map to see how it
looks on map when
changing target
parameters in the
dialog

Attitude slider
which acts same as

in manual creation

Figure 131: Create target on map - dialog

7.17.3 Editing target

Targets can be edited later and it’s visually same as creating target manually. Difference
from target creation is you can delete, start call for fire creation, zoom in map and create
button is replaced with save button. When target editor is shown then red temporary target
with values from the editor is shown in addition to the target with currently saved values to

see the changes visually on map.

TARGET DETAILS

E TARGETS LIST

Back to targets list.
Unsaved work will be

lost

MGRS LATLON DMS DDm N
MGRS: 34UEA 32398 68965 ®
Attitude: 16-00 MIL

Target number: TARGET 3

Type: Area -

Danger close: 600 m

Length: 300 m * Converted to nearest hundred on saving

Width: 100 m * Converted to nearest hundred on saving
Delete the target.
Confirmation will be H —

DELETE CALL FORFIRE ZOOM IN MAP

asked

Show call for fire generation

Center and zoom in target
location on map

Save the changes

l
\

SAVE

Figure 132: Edit target
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Figure 133: Edit target icons on map
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Red temporary target that will
show target location and size
with current values from
editor. Updated automatically
when changing values in editor

Page 137 of 151

ORCA-130 A03 User Manual
Threod Systems 0U

info@threod.com

www.threod.com




THREOD SYSTEMS CONFIDENTIAL

7.17.4 Target list
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Targets list can be opened from map context menu fire support sub-menu, layers manager

window fire support tab and clicking back in target details.

Target center coordinates. Always MGRS
\

TARGETS LIST

Targets File

Target number

TARGET 1 34UEA 29197 71318 Point

TARGET 2 34UEA 3471372519 Linear [x]

TARGET 3 34UEA 32398 68965

Area

TARGET 4 34UEA 32541 74904 Point

Open target manual
creation

A

ZOOM IN MAP EDIT TARGET

NEW TARGET

.

®
|

DELETE ALL

-

Delete all targets.
Confirmation will be
asked

Delete single target.
Confirmation will be
asked

Center and zoom in
map to selected target
location

Open target details for
editing target

Figure 134: Fire support target list

7.17.5 Save-load targets

All targets can be saved to file and loaded from file. Standard Windows file chooser window

will be shown.

TARGETS LIST

Targets File
Save all targets to

file. Default Windows
file chooser will be
shown

LOAD

Pl

Load targets from
file. Loaded targets
will be added
existing targets.
Default Windows file
be

to

chooser  will

shown

®

Figure 135: Save-load fire support targets
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7.17.6 Call for fire

To start generating the call of fire, right click on the target icon and choose call for fire or
click call for fire button in target details dialog.

To generate call for fire text for reading out call sign fields and target description must be
filled. Call signs are attached to given target until new call for fire text is generated for the
target. Call signs are used also in adjusting fire text.

Call signs. Must be Back to target details
filled
= fons:
TARGET DETAILS CALL FOR FIRE ® .(l)]ptlons. Eonl\? H}_E'
illum, smoke. None is
Options: adjust fire, 1 not read out
fire for effect, 1. Identification 5. Method of engagement
suppress, immediate N
suppression Observer C/S: I:l Ammo type: DEFAULT - Options:  destroy,
Effect: DESTROY 55— | | neutralize, harrass
Options: default, 1 ;
Angle: LOW ANGLE .
gun, 2 guns, 3 guns. Options: default, low
Default is not read 2. Warning order O Danger close angle, high angle.
out b JUST FIRE Y Default is not read
O Delay fuse out
Optional elevation. Size of element: DEFAULT hd
Not used if empty but 6. Method of fire contri ~ Ifis danger close
is . Preﬁ"fd 3. Target location FIRE WHEN READY v
automatically  with ] Ifneeds delay fuse
ground elevation ~ wmﬁ 1
Select if target Elevati m Options: fire when
number instead of /;l Use target number instead of coordinates ready, at my
command, time on
coordinates will be |
. target, do not load. If
read. out hmeaniﬁg 4. Target description N] time on target then
receiver as e
text field for time
target data already
shown also next to
drop-down menu
Target  description
must be filled *number, type, activity, cavert
Generate the call for
1| fire text to read out
. . ADJUST FIRE SEND READ OUT
Start adjusting fire | LW x -_ over radio
for the target

Figure 136: Fire support call for fire \ Send call for fire over network. NB will send
always as point target and without extra options!

Visible only if integration is implemented
@ CALL FOR FIRE READ FIRE MISSION ®
1 2 3
Nest 21 this is Eagle 1 Grid 35VMF 3367 8206 Target is 5 TANKS IN THE
ADJUST FIRE elevation 84 m AMSL OPEN
DESTROY
over over FIRE WHEN READY
over
Call for fire separated to
three parts to read out
1
Send call for fire over network. NB will send Start adjusting fire
always as point target and without extra options!
Visible only if integration is implemented \ . ADIUST FIRE
|

Figure 137: Read out call for fire
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7.17.7 Adjust fire

To generate fire adjustments, right click on the target icon and choose adjust fire, click adjust
fire in call for fire read dialog, click set hit position on map context menu (will add hit
position then) or click adjust fire on video or quick fire adjust on video in video context
menu. All but the first and last options need target to be selected beforehand. Crosshair is
shown in map centre when adjusting fire if target is selected. When adjusting fire, no object
(tag, PO, target) context menu is accessible to be able to set hit position near/on top of the
object meaning the adjust fire map context menu is shown with right click on map
regardless what’s under the click position. If quick adjust fire on video is used then only
targets can’t be selected.

YTHREOD

SYSTEMS

Select if  precise
adjustment is
needed. If  not

selected then 10m
precision is used and
if adjustment is less
than 30m then no
adjustment is shown

Select if it’s fire for
effect

Set new hit point to
map
(crosshair). Disabled
if no target is selected

center

@ TARGET DETAILS

Adjust fire

9

Hit history

ADJUST FIRE

O Precise adjustment Fire for effect

READ OUT

Nest 21 this is Eagle 1

DIRECTION 00-00 MIL
DROP 50

UP 0 meters
FIRE FOR EFFECT
over

®

Text to read out over
Automatically
re-calculated  when
new hit position is
added

radio.

SEND

<]

Send adjust fire over network. Shown
only if integration is implemented

Figure 138: Fire support adjust fire

When hit history tab is selected then instead of last hit position selected hit positions are
shown on map. Selecting adjust fire tab will show only last hit position again. If quick adjust
fire on video is used (no target selected) then hit history list is empty and buttons disabled.

@ TARGET DETAILS ADJUST FIRE

Adjust fire Hit history

2022-05-19 11:03:09 UTC ~ 35VMF 33399 82370  RIGHT: 6 ADD:7 upP: 1 [x]

2022-05-19 11:02:47UTC ~ 35VMF 3343082332  LEFT: 26 ADD: 44 UP: 0 [x]

2022-05-19 11:02:50 UTC ~ 35VMF 33396 82483  RIGHT: 10 DROP:105  UP:1 B8

2022-05-19 11:02:53UTC ~ 35VMF 33270 82340  RIGHT: 141 ADD:30 up: 1 8

Adjustment  for the

Hit point added time Hit position position that was made

\_

CLEARALL

®

1

Delete
history item

single

hit

CTRL + click for multiple
items selection

"4

Clear hit history of the

target

Figure 139: Fire support target hit points history

list

Select all in hit history

Hit point(s) on map are red crosses. When adjusting fire also virtual observer position is
shown which is always 32-00 MIL from the target. If target is selected then virtual observer
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2023-05-11

Page 140 of 151

ORCA-130 A03 User Manual

Threod Systems OU

info@threod.com

www.threod.com




THREOD SYSTEMS CONFIDENTIAL

YTHREOD

SYSTEMS

is shown always. If no target is selected when adjusting fire (quick fire adjust on video) then
virtual observer is shown only if hit and target positions both are set on video.

502-417-113840-01-14

29DC RADIUSY 1&»(»\

Figure 140: Fire support adjust fire icons on a map

2023-05-11

Point targets 50x50 meter
square which mean if hit
position is inside then no
adjusting is needed unless
precise fire is needed
(bunkers for example)

Hit position

Crosshair in map center
when adjusting fire

Virtual observer. Distance to
target 1000m by default but
will be increased in 1000m
steps if angle between target
and hit is 1600MIL or more
until it’s less than 1600MIL
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7.17.7.2

Clicked target position

Clicked hit position

Ends adjust fire on
video and restore
video to state that was
before starting the
adjust fire on video
functionality

Text that will tell what
position next click on
video will set

502-417-113840-01-14
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Adjust fire on map

Adjusting fire on map is just choosing “Set hit position here” option on map context menu
or clicking “Hit on map center” button in adjust fire window if currently adjusting fire. If
currently not adjusting fire and target is selected, then choosing “Set hit position here”
option in fire support sub-menu in map context menu. If adjust fire window is not open
then it will be opened automatically. Hit point can’t be set on map if quick adjust fire on
video is used.

Adjust fire on video

Adjust fire on video can be started from video context menu choosing “Adjust fire on video”
option or “Quick fire adjust on video” option depending if target is selected on map or not.
Video will be frozen (live feed) or paused (playback) automatically and controls will be
hidden. To set hit point you must perform two clicks on video where first click is setting
target on video and second click is setting the hit position on video. Clicks are marked on
video. After the two clicks you can make another two clicks right away for adding new hit
position. When the two clicks are made then the hit position is added to map and new
adjusting values will be calculated automatically. If adjust fire window is not opened then
it'll be opened automatically. On bottom-centre of the video there is shown what (target or
hit) is next click and you can end the adjust fire on video there. If you close the adjust fire
window then adjust fire on video will be ended also automatically. When adjust fire on
video is ended then previous video state (controls showing, resume live feed or playback).

If adjust fire on video is active, then keyboard keys can’t be used to
play/pause/rewind/forward the playback video.

PAUSED FOR ADJUSTING FIRE

[SCENE -] FOV 31.9 (-72.0x)g2022-05-19 110
35VMF 33406 81093 76mMAMSL
. 35VMF 33479 81996 88mAMSL
1342m DEM

1136

SAT: 16
FIX: " SBAS
INS": TRACKING

EO RGB MF

pan 91deg  tilt -47dey ESTAB ON

Click on target @

Figure 141: Adjust fire on video
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7.18 TEXT CHAT

Text chat allows all users connected to a live or archived mission to send and receive chat
messages. Channels can be created, and users added. Users can’t be removed from channel
once added. Chat messages are stored in the database as mission items and all received
messages are shown all the time during playback regardless seek position.

Text chat window can be opened by clicking on the chat button on the main toolbar.
To add a new channel, click on the new channel button.

To change the channel name or add users click on the modify button. Only channel creator can
modify channel. Others can only see the details of the channel (users list added to channel).

Channels can’t be deleted.
User can see only channels where it's added to.

Broadcast channel is always present and cannot be modified as it includes all the users that
have permission to access the mission.

Channel with only two users is considered as one-to-one chat. Other user name is shown in
list instead of channel name and icon next to name if the other user is online or offline.

Showing if user is online or offline

Unread messages shown
below channel name

Enable/disable new
message received popups.

i\
CHAT Messages sent by other
users
I\ Broadcast ® Paul.smith 20230317 0 UTC Al
28 new messages Johhuuy Messages sent by currently
Example channel ® ville.vellend logged in user

Popups are not shown for
channel if channel is

olen online

2023-03-17 09:40 UTC/V
i

selected currently and chat ® Aimar.Aviste Divider for new messages
window is opened or is set that came while not
to not show the popups. @ Admin watching this channel
Popups will appear in top-

left corner of the MS main test I

window  (where close Send the message. Enter
button is) keyboard key will send the

® Mikk.Murumée

message. For next line type

ﬁ CTRL + enter. Empty
/ ®0p73 @ admin 2023 3-28 08:31 UTC messages are not sent.
One-to-one chat showing test message Message text field and send
. ®ops — button are disabled until
user name instead of @ Admin 2023-03-28 08:32 UTC . .
. . message is sent or sending
channel name and if user is someone saw this? . . .
. . fails. Spaces in front and in
online or offline
Last read end of messages are
@ Admin 2023-03-28 08:32 UTC automatically trimmed
i I want to see this place more meaning “ message "
Modify or show channel & B B g
. o ) becomes “message
details depending if user is
creator of the selected y
channel or not NEW CHANNEL MODIFY \

Start creating new channel

502-417-113840-01-14

Figure 142: Text chat window\

Text field to write message
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In create/modify channel dialog the user can assign or change the visible name of the channel.
Users can be added when creating or editing a channel. Users can’t be removed from channel.

ﬁ® cust

/ Channel name:

Back to chat

Users:

Start adding users
to cannel

N

ADD USERS

CREATE CHANNEL

®

Ne channel| <

o Marko.Tandre

=

Figure 143: Create text chat channel

Channel name. Must
be unique in current
mission

Create the channel

@ CHAT

Channel name:
Creator:

Users:

ADD USERS

EDIT CHANNEL

®

Example channel

| + added to channel (channel

Marko.Tandre
E est11 A

8 ® testi2

B ® testic
o
® Admin
) apitester
® Indrek Kivi
() Iyan.Barulin
®) Ive.Koiv
® Karl

® Paul.Smith

arko.Tandre

@ Taavi.Soerd v

1l user is currently watching

4 Offline user

502-417-113840-01-14

Figure 144: Edit text chat channel

2023-05-11

Remove user from list.
Only users that are not yet

changes not saved) can be
removed

Online user. Online means

the mission

Save the channel changes
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@ CHAT CHANNEL INFO ®

Channel name: Test create channel
Creator: Marko.Tandre
Users: ° Admin

® Marko.Tandre

Default channel where all
users are added
(“Broadcast”) will show only
online users who watch this /
mission currently. If channel
is created by someone else
then all users who are added
to channel will be shown

Figure 145: Show text chat channel details

Add user dialog shows all the users that have permission to access the mission. Search box
can be used to find specific users when the list is large.

Back to channel
Selected users will /' G—) CREATE CHANNEL ADD USERS ®
not be added
Search:
O  IndrekKivi
Kalle
O Mikk.Murumze
O  Paul.Smith
O  Robert.Jakobson
O Test
O test
O  Threodadmin
O  ville.Vellend

ADD USERS

Figure 146: Text chat add user to channel
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7.19 AUDIO CHAT

Audio chat allows all users connected to an ongoing live mission to communicate using voice.

Audio chat uses the computer sound card to capture microphone input and play back the
received audio. Audio chat control opens from the main menu audio button. All voice
communication is sent to the server and recorded for playback.

Audio chat control dialog allows the user to mute the incoming audio (other people speaking)
and to mute the microphone (stop broadcasting audio out).

MS will listen for microphone input when watching live mission but sends it to server only if
it’s set to be recorded and audio level is over squelch level. By default audio is not sent to
server when entering live mission but can be set to be enabled automatically when loading
live mission in software settings page under settings window.

Live mission will play always live audio even when switched temporarily to playback mode.
Playback audio is played only for non-live mission.

NB: audio is recorded in server only if server has started recording video! If server started
recording video for the mission at least once and then it’s paused it'll record audio also.

AUDIO ® AUDIO ®

Speaker is playing.

Click on icon to mute >

Microphone working.
Sound is sent to
server if audio level is
over squelch level.
Click on icon to mute

Current audio level
indicator from

on slider

microphone  drawn \
.

I

Status: ON

Y/

Status: ON

Squelch

Status: MUTED

/ server. Click on icon
‘ to unmute

Status: MUTED

‘ \ Speaker muted. No
\ sound will  be
<4—| played.Click onicon

to unmute

Microphone muted.
No sound is sent to

Squelch slider. Move
the slider from which
level the audio from
microphone will be
sent to server. This is

4.// to reduce sending just

Squelch

background noise
when user is not
speaking anything

502-417-113840-01-14

Figure 147: Audio control dialog
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PR ——

For non-live mission

AUDIO

Status: MUTED

\

&

microphone is disabled
and nothing is sent out \

Status: DISABLED

Squelch

®

AUDIO

O

Status: ON

®

No microphone found
or error using the
| / microphone occured

Status: No Microphone

Squelch

502-417-113840-01-14

Figure 148: Audio control dialog
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7.20 SNAPSHOT GALLERY

Snapshot gallery can be opened with right-clicking on snapshot button.
Snapshot gallery enables to see and manage all taken snapshots for current mission.

Control + A combination in keyboard will select all images.

SNAPSHOT GALLERY ®

Double-click on

s snapshot to open it

' in image viewer for

4 extra functionality

‘ and/or see bigger
image

/

Snapshot  with
blue border is

selected
snapshot. Click to
select/deselect.
CTRL + click for
multiple selection

Center and zoom in
map to snapshot
target if  has
coordinates.

Disabled if no
snapshot selected

I or multiple

Delete selected snapshots are
snapshots. selected

) . N
Confirmation \1
will be asked. -
Disabled if no DELETE SELECTED :ggt:g:’k ;;recn:u;}:ple selection e
snapshots

Figure 149: Snapshot gallery
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SYSTEM WARNINGS

System warnings are not result of some action (for example creating POI failed) but warning
about system state that something is not working currently by some error or intentionally.

Warning is shown in top-centre of main window as a red text.

Cable unplugged

This is shown if cable is not connected to ethernet port that is configured to be used with
the system, cable is broken or the ethernet port is disabled.

For operator version it tells if issue is related to cable/connection used for communicating
with gimbal.

For observer version it tells if issue is related to cable to communicate with datacentre.

Figure 150: System warning - cable unplugged

Server not recording

This can be shown only in operator version for live mission.

It's shown if server hasn’t started recording yet when mission is created, recording has
stopped somehow or when starting up computer and there was ongoing mission which
recording should be resumed automatically but hasn’t started recording. For server to be
able to start recording the time difference between time in video KLV data and computer
must be less than 30 days or operator must have clicked force record button.

Figure 151: System warning - not recording

Server down

This is shown if requests to server are failing for some reason.

Figure 152: System warning - server down

7.21.4 Server temporarily unavailable

This is shown if currently data is manually being synced from operator version to
datacentre.

This can be only happen in observer version of the software.

Figure 153: System warning - server temporarily unavailable
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7.21.5 Recording video paused

This is shown if operator ordered server to pause recording the video in server.

Observer won't see live video in this case. If this is shown then “SERVER NOT RECORDING”

warning is not shown.
Tell server to resume
recording video. Button
visible only for operator

RESUME RECORDING

Figure 154: System warning - recording video paused
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